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Introduction

In this manual, we’ll cover the main features and basic configuration of the RAMOS PLUS and the
setup of notifications and the explanation of events will be in another manual.

What is the RAMOS PLUS and Rack sensor ST3H

The RAMOS PLUS is a high speed, accurate, intelligent monitoring device, featuring a completely
embedded host and operating system. We’ve combined the low cost and simplicity of use of the
RAMOS OPTIMA, along with many advanced features of our RAMOS ULTRA platform.

The Rack sensor ST3H combines 4 sensors into one sensor port on the RAMOS PLUS, specially
designed to monitor the air entering and leaving a computer rack. The Thermal Rack Map is
performed from the CONTEG Pro Server using the Rack sensor ST3H connected to the RAMOS PLUS.
The Rack sensor ST3H monitor the temperature and humidity at different points of the rack.

RAMOS PLUS Features:

IP based, including SNMPv3 and HTTPS

Send encrypted SNMP Trap and Email Notifications

Supports 4 Intelligent Sensors

Optional cellular modem with external antenna

Notification Wizards

Support Daisy Chained Temperature sensors and expander D8-8

Port assignment information for RAMOS PLUS units

Port numbering starts from the power connector on the unit: the closest port to the power
connector is Port 1 and closest to the Ethernet interface is Port 4.

You may connect Conteg intelligent sensors to any available ports.

LED information for RAMOS Plus units

Power/Ethernet Link - Sensor 1 - Sensor 2 - Sensor 3 - Sensor 4
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The Power/Ethernet LED will become red if there’s no network connection, and blinking green
(according to LAN activity) when the connection is normal.

For sensor LEDs (green):

Off = offline

On =online and normal

Slow blinking = Warning status

Fast blinking = Critical and Error status

Reset button functions for RAMOS Plus units

There are specific commands you can send to the unit by holding the Reset button for a specified
amount of time.

You'll have to use something sharp, such as a straightened paperclip to be able to press Reset.

Ethernet

Time to hold Action

3..7 sec Reboot

7..12 sec Web Ul password reset

12..17 sec Serial flash erase (DB erase without factory reset, the system configuration is kept)
17..25 sec Reset to factory defaults (serial flash erase + config erase)

Setting up the unit’s IP address

Very Important Note: The unit’s ship with the passwords enabled. The default log in for the web
interface is Username: admin Password: public

Every unit is shipped with the default IP address of 192.168.0.100

First we will go through the process of changing this IP address to fit your own network
configuration.

Note: In some cases, your computer might not be able to connect to this default IP address. In this
situation you either need to:
a) add this IP your computers routing table or
b) add a secondary IP address to the LAN card to allow access to the unit.
See below how to setup these.
Ensure the following items are available to you before starting:
- RJ45 CATS5 crossover cable with RJ45 male connection
- A PC with Ethernet card or LAN socket, logged in with Administrator rights
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1) Connect the unit via the Ethernet port of the unit to your computers LAN or Ethernet port with a
CATS crossover cable.
2) Open a web browser and type the default IP address, hit enter.

You'll be presented by the Summary page.
Go to the System/Network page to change the network settings (see below in this manual).
Once you have assigned the new IP address use the “ping” command to test the unit’s reply.

How to add a manual route to the computer’s routing table?
Open an Administrator Command Prompt (CMD) window and type:

route add 192.168.0.100 10.1.1.20

Where 10.1.1.20 is the IP address of the Ethernet interface on the PC that the unit is plugged into
with the crossover cable.

Note: If you do not receive an 'OK!' message then a parameter was wrong or missing.

The route is not persistent (removed upon rebooting), but you can also delete it with the
route delete 192.168.0.100 command.

How to add a secondary IP address to the computer’s LAN card?
You can do this via the GUI by opening the LAN connection’s properties:

@ Local Area Connection Properties

Internet Protocol Yersion 4 (TCP/IP¥4) Properties

Advanced TCP,/IP Settings 2 x|

1P Settings |ons | wins |

~IP addresses
TCP/IP Address E H
IP address: I 1.2 .3 .4
Subnet mask: | 255 255 255, 0 J

— | Add Cancel |

Or open an Administrator Command Prompt (CMD) window and type:

netsh interface ipv4 add address “Local Area Connection” 192.168.0.2
255.255.255.0

The above command adds the IP Address 192.168.0.2 (with Subnet Mask 255.255.255.0) to the
connection titled “Local Area Connection”.
You will then be able to connect to the unit with its default IP.

Note: The secondary IP address is permanent for the LAN connection; don’t use it if you only need it
once. Instead use the routing table method above.
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RAMOS PLUS Web Ul Walkthrough

Summary page

CONTEG = MSensors @ Events [ Nofifications  ©f System 5 Full Screen

RAMOS PLUS Prague

Sensors Information e Event Log { 77 messages )
Unita Name- Value- Status-- Graph-- Search Fiter @
Main board
& Main board Humidity Port 1 3B.0% m -
Temperature Port 1 %0°C = [ o | ,  2BI0&I2016 Humidity Part 1 on Main board is 46.00 %, status is
05:22:57 Nomal
Temperature Port 1.1 232°C = B«
Temperature Port 1.2 229°C == [ o IP4
4 200872016 Humidity Port 1 on Main board is 46.00 %, status is
05:45:24 Normal
6 12/08/2016 Humidity Port 1 on Main board is 46.00 %, status is
15:33:56 Normal
11/08/2016 Humidity Port 1 on Main board is 30.00 %, status is
17:22:53 Low Critical 7
Temperature Port 1 Pl ]
Live Graph Temperature Port 1 v Hour ﬂ Week htanth Custom
275
15 chart by smCh
7.0
2.5 o ] e
2.8
253
5.0
4.5
4.0
18:00 2100 Aug 31 03:00 06:00 08:00 1100 15:00
Wednesday, August 31 2016 16:57:41 © 2015 Conteg, spol s1.0. | All Rights Aeserved Version: 1.0.2205

This is the Summary page with Sensor Status and the Event Log, with the Sensor Graph enabled.

The Event Log contains all entries from the “All Events” category. We'll explain the different
categories in the Notifications manual. The last 30 entries are shown, but if you’re scrolling down the
list, more events (30 more) will be loaded automatically. You can view the full log if you keep
scrolling down.

Sensors Information s
Unita Name - Value~.  Status - Graph ~a
& Main board Dry Contact Port 3 ﬂ

Dual Humidity Port 1 SLIVES Normai - | (o |
Dual Humidity Port 4 EZERS B

Dual Temperature Port
26.5°C |l
1 [ Nomai - S O]

Dual Temperature Port
; o
Relay Port 2 [ or- | (o]

6 RAMOS PLUS - INTRODUCTION MANUAL



In the Summary Page’s Sensors Information window you can do the following:

Offline Directly acknowledge a sensor’s status, and put the sensor offline

Acknowledge

Relay Control Control the relay-type sensors
On

off
Toggle Off-On
Toggle On-Off

Acknowledge

Graph -
o) Enable/disable graph data collection per sensor, and display the graph display

o |42
8

o I We'll explain the Graph feature in more detail below.

window for the Summary page

Graph feature
After you’ve enabled the data collection for a sensor, you can choose to display specific time
intervals of the stored data: hourly/daily/weekly/monthly and custom display interval.

You can also export the recorded data in multiple formats.

Dual Temperature Port 1 '3 x

Live Graph Dual Temperature Port 1 v Hour m Week Wonth Custom

30 b4

15 chart by amCharts

|} a6 22:31:53
[ value: 28.4 °C

28

26 ,/)

24

12:00 15:00 18:00 03:00 06:00 09:00

00 dar 03:00 Ue:00

In this example picture, we’ve chosen to display the temperature sensor’s daily maximum.

You could also resize the graph window (including full screen) and move the scale to display more or
less data.
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Hour m Week IMonth

Custom
PNG o
- — —’h'-.l SVG
csV
JSON &

You can choose to export the graph data in selected formats by clicking on the icon on the right.

The file will be downloaded automatically and assigned a file name that will contain the sensor’s
name, IP address of the unit, and the date and time.

Dual Temperature Port 1 >> Live Graph >> Last Update: 11:09:57 AM
# Live Graph 58s

Dual Temperature Port 1
26.2

35 chart by amCharts

3/2/16 10:31:53
value: 26.1 °C | __

Month Custom
26.0

b4
25.8
25.6
25.4

10:09:57 10:24:57

10:54:57 11:00:57
A L a——
”

By choosing the Live Graph option, you can get continuous update of the graph data (by default
every 60 seconds). If you don’t use this option, the graph data needs to be refreshed manually.

| Dual Humidity Port 1

v | Hour I
Choose a sensor
Main board

Dual Humidity Port 1

Dual Temperature Port 1

—

To change to a different sensor’s graph, choose it from the drop-down menu.

Note that you could only choose a sensor here that you’ve already enabled the graph data collection
for.
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System page

General

System Description

System Name

System Location

System Contact

System URL

Sensor Notification On System Boot Up

Graph Data Collection Period

Here you can change general settings for the device.

RAMOS PLUS 1.0.2205 May 24 2016 17:32:49

RAMOS PLUS
SytemLocation

presales@conteg.com

300 5m0s

Graph data can be stored for 106 days 15h 25m 0s.

m cancel

The unit’s firmware version is shown in the Description field, and the System Name/Location/Contact

options are user configurable.

You could also specify the System URL option, for quick access of a custom part of the Web Ul for

example, but you can specify any URL.

-

Graph Data Collection Period 777 - 12m 57s

Graph data can be stored for 165 days

18h 14m 24s.

By changing the Graph Data Collection Period, you can choose how frequently the data is sampled.
Note that if you had stored graph data previously, changing this setting will clear the data.

Note: a Low Power Mode is selectable from Conteg Pro Server, on the Web Ul this option is not

shown.

On each System subpage you can see a Get SNMP OID button (where applicable):

Get SNMF OID

RAMOS PLUS - INTRODUCTION MANUAL
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SNMP OID of General

Description « Syntax = Access wa SNMP OID a
cfgSystemDescription DISPLAY STRING read-write 136141385432180
cfgSystemMame DISPLAY STRING read-write 136141385432190
cfgSystemLocation DISPLAY STRING read-write A1.361413854321100
cfgSystemContact DISPLAY STRING read-write 1.361413854321.11.0
cfgGraphDataCollectionPeriod INTEGER read-write 1.361.413854321.104.0
cfgSystemURL DISPLAY STRING read-write 1.36.1413854321.107.0

This will give you a popup window with all relevant OIDs for the actual page (here the General page is
shown).

You can use OIDs for SNMP calls and in custom scripts, or for setting up the unit for monitoring by a
third party NMS software such as WhatsUpGold or Paessler.

This button is also accessible on the Sensors page.

Date/Time
EONTELG “Summay & Sensors @ Events [ Notifications 5 Full Screen

Date/Time

System | DatelTime

Timezone (GMT+01:00, DST observed) Amsterdan =
Date/Time 31/08/2016 17:10:54 ]
Network Time Protocol Do not use
NTP Server 1 127.0.01
NTP Server 2 127.0.01

RTC Battery Status Good

E cancel

Get SNMP OID

The system date and time with time zone is user configurable, with NTP server synchronization (if the
unit is connected to CPS (CONTEG Pro Server), then it will sync with the APS NTP service), also
displayed the status of the RTC battery (good/bad).
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Network Time Protocol Continuously v

Do not use

NTP Server 1 One time

On system start up
Once a month

NTP Server 2 Once a week
Once a day

Once a hour

RTC Battery Status Gonlinuously

Save Cancel

You can also select the frequency of NTP synchronization with the drop-down menu.

Network
CONTEEG summay  RSensors @ Events [ Notifications % Full Screen

Network

Systen Network

Use DHCP On @ Off
IP Address 192.168.161 238
Subnet Mask 255.255.255.0
Default Gateway 192.168.0.100
Domain Name Server 192.168.0.100

Ethernet MACID  (0.0B:.DC.01.08:17

Save Cancel

Get SNMP OID

The unit’s MAC ID is displayed here, and all user configurable options for IPv4 with fixed IP or DHCP
client mode.
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A Sensors & Events 71 Motifications

CONTEG < Summeny

Modem

System  Modem

Connection Method

Connection Type

Status
IP Address

Connection Mode

MAccess Point Name

Redial Attempt

Idle time before hanging up

Login Name

Password

Get SHMP OID

I15F"s Domain Name Server

& Full Screen

Never Dial-Out (Use Ethernet Only)

Always On On-Demand

Not Connected

0.0.0.0

Normal

Access Point Name

0

0 0s

Login Name

0.0.0.0

Save Cancel

If the unit is equipped with the internal modem module, then the modem’s Dial-Out configuration
can be set up here for data connections. Contact your service provider for the correct settings.

You can also view the state of the connection and the assigned IP address when the connection is
established.

Connection Mode Normal v

PAP:Unsecured
PAP:Secured
GPRS:Unsecured
GPRS:Secured
Ras

Access Point Name

Redial Attempt

You may select a different Connection Mode (PAP/GPRS/RAS).
The most commonly used is GPRS Unsecured.

Connection Method Never Dial-Out (Use Ether ~

Never Dial-Out (Use Ethernet Only)

Dial-Out If Ethernet failed
Use Dial-Out Only

Connection Type

You may change the Connection Method as follows:

e Never Dial Out (Use Ethernet only): the unit will never try to use the modem for sending out
notifications. If you don’t have Ethernet connection, you should change this setting; otherwise
you won'’t get any notifications.
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e Dial-Out if Ethernet failed: the unit will only use the modem for sending out notifications, if the
Ethernet connection fails.

e Use Dial-Out Only: the unit will only use the modem to send out the notifications, regardless of
the state of the Ethernet connection.

Connection Type * Always On On-Demand

Also you may change the Connection Type:

e On-Demand: the unit will initiate a connection only when it’s necessary for sending out the
notifications.

e Always On: the unit will keep the connection up, even when there is nothing to send.

Note 1: There’s no auto-detection feature for the internal modem module, the configuration is
always shown even if your unit is not equipped with the module.

Note 2: Only insert and remove the SIM card when the unit is turned off. Otherwise you can damage
the SIM and the modem.

Note 3: The PIN code for the SIM card needs to be removed; otherwise the modem can’t use it.

€ This feature has no license. To request a license click here

VPN Enable « Disable
Status Not Connected
IPAddress 0000
VPN Server Address VPN Server Addres:

oA Server Integration

VPN Server Port 1194
VPN Password VPN Password
Confirm VPN Password Confirm VPN Password
VPN Encrypt Method Blowfish
i About RAMOS PLUS
Save Cancel

Get SHMP OID

This feature requires a separate license. You can read more details about the licensing later in this
manual.

This feature is used by connecting the RAMOS PLUS with the CPS VPN server. After the license has
been activated and the CPS VPN server is set up, you’ll need to fill out the same options here to be
able to use the VPN connection.

RAMOS PLUS - INTRODUCTION MANUAL 13
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VPN Encrypt Method Blowfish \

None

AES

Triple DES

Note 1: You can also configure these settings from the APS console for the unit.

Note 2: If you use the VPN option, the maximum number of sensors that can be used by the unit will
be reduced to 50.

SMTP

CONTELG “svmmay  ASensos @ Events [ Notifications 3¢ Full Screen

SMTP

System | SMTP

Send Email Enable @ Disable
Email From conteg@conteg.com
SMTP Server SMTP Server
SMTP Port 25

SMTP Authentication Enable @& Disable

Login Name ogin Name
Password assword
Confirm Password Confirm Password
Connection Security None

m CHnCEI

The SMTP server configuration options are shown here, it’s required to be set up for the Email

actions.

Fill out all parameters; the address in the Email From parameter will be used by the Email actions by
default, but you could change it if your mail server supports it (when it’s not required to match the
SMTP user for example).

Connection Security None v

SSL/TLS
STARTTLS

SSL/TLS and STARTTLS are supported for the connection security.

You could also turn off any email sending from the unit by disabling the Send Email option.
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4 Summary A Sensors & Events 7\ Motifications ¢ Full Screen

System SNMP

SNMPv1/iv2e

SNMPv1ivie = Enable Disable

SNMP Port 161
Read Community Read Community
Confirm Read Community Confirm Read Community
Write Community Write Community
Confirm Write Community Confirm Write Community

The SNMP service configuration options are shown here, it is required for SNMP operations.
SNMPv1 is enabled by default, with community password “public”.
Scroll down for SNMPv3 options.

SNMPv3

BEvents [ Notifications % Full Screen
SNMPv3 @ Enable © Disable
SNMPv Mode Authentication & Privacy
SNMPv32 enginelD CONTEG

enginelD parse: 0x80000FDED406434FAE544547

SNMPv3 Username admin
Access Privilege Read Only
Authentication Protocol SHA
SNMPv3 Pass Phrase SNMPv3 Pass Phrase
Confirm SNMPv3 Pass Phrase Confirm SNMEv2 Pass Phrase
Privacy Protocol AES
Privacy Protocol Pass Phrase rivacy Protocol Pass Phrase
Confirm Privacy Protocol Pass Phrase Confirm Privacy Protocol Pass Phrase

The SNMPv3 options can be found by scrolling down on the SNMP page.

This feature requires a separate license. You can read more details about the licensing below in this
manual.

Below we’ll give a quick description of each setting:

RAMOS PLUS - INTRODUCTION MANUAL
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Level Authentication | Encryption | Description

No Authentication Username No Match Username (same as SNMP v1/v2c)
Authentication Only | MD5 or SHA No Auth Based on Algorithms (check password)
Auth&Privacy MD5 or SHA Yes - DES Auth Algorithms and Encryption

Basically if you select No Authentication then the setup will be the same as with SNMP v1 and v2c

versions: authentication is only checked by unencrypted username.

Authentication Only will provide password protection but no encryption.

Authentication&Privacy provides encrypted username and password protection.

Server Integration

Iy - Summar, D Sensors @ Events [ Natifications

Server Integration

System | Server Integration

Server Integration
Server Address

Server Integration Port

Send Keep Alive Every

Get SHMP 0ID

% Full Screen

1 Minute

Save Cancel

If the unit has been added to the CONTEG Pro Server console, the server’s IP address will be

displayed here. User configurable options are the CPS port and keep-alive period.

You can change the CPS port from the Web Ul when the server’s port changes.

Alternatively you can re-initialize your unit from the CPS console to re-establish communication.

RAMOS PLUS - INTRODUCTION MANUAL




Password Checking

N JSummary M Sensors @ Events L) Nofifications 22 Full Szeen

iord Checking

System | Password Checking
Password Checking On @ Of
Admin Password Admin Password
Confirm Admin Password ~onfirm Admin Password
User Password Jser Password
Confirm User Password onfirm User Password
Viewer Password Viewer Password

Confirm Viewer Password onfirm Viewer Password

m Cancel

Get SHMP 0ID

Password checking for the Web Ul can be turned on/off here, along with the option for specifying the
password for the different user access levels.

After you enable the password
checking, you’ll need to re-login.

If you don’t remember the admin
password, you can hold the unit’s reset
Login button for 7-12 seconds to be able to log
w0l 310, | Al Rights Resare in to the Web Ul without a password.

User access levels:

Admin - full access to all settings, system and notification configurations (default is public)

User - full access to all settings except for those which are the system-related such as network
Viewer - read-only guest access for every page

Note 1: The passwords can only be set from the unit’s Web Ul; this option is not available from APS.

Note 2: The default password is “public” for all access levels.

RAMOS PLUS - INTRODUCTION MANUAL
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Maintenance

Iy S Summary M Sensors @ Events L) Noifications

System Maintenance

System ~ System Maintenance
Clear Event Logs

Restore Original Settings

Backup All Settings To Backup File

Restore All Settings From Backup File

Send Configuration To Support

System Firmware Upgrade

On this page the following options are available:

Clear Event Logs: clears all logged events.

24 Full Screen

Clear
Restore # Keep present network satting
Backup
Choose file
Restore # Keep present network setting
presales@conteq.cz
Send Download

© Click here to setup SMTP Server

Upgrade

Restore Original Settings: removes all customized settings and returns the unit to factory defaults -

you can also choose to keep the network configuration intact.

Backup/Restore All Settings: the unit’s configuration can be backed up to a file and restored quickly
and easily. You can choose to keep the present network settings, if the backup file is from another
unit. The backup file contains all settings and notifications for the unit.

Send Configuration To Support: when asked by Support, this sends the unit’s backup file to us.

System Firmware Upgrade: allows you to upgrade to the latest firmware of the unit - alternatively
you could upgrade from CPS. We'll show you the process of the Web Ul firmware upgrade below in

another section.
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Heartbeat Messages

L Summary M Sensors @ Events [ Notifications 3 Full Sereen

Heartbeat Messages

System Heartbeat Messages
Search Heartbeat Tasks a m ¥ Refresh

Name Task - Next Run Time = Last Run Time = Result~ Success =

This feature allows you to set up periodical “keep alive” notifications task by email, SMS or SNMP
Trap to indicate the unit is still working properly.

We'll show you how to set up these in another manual with the other notifications and actions.

License Management

N JSummary M Sensors @ Events L Notifications 3 Full Screen

Lice lanagement

1se Management

[ Request License  [BEa-REIEEY

License Type Total - Used = Remaining =
5 Dry Contact 10
255 Control User 100 1
SNMPv3 J v v
VPN x x x
License Key
SeT— W+ L
License Key . 5 Dry Contact = Access Control User « SNMPY3 - VPN .- Status -
Default license 0 100 x x Activated
PIKSQBDEFVWDXPITYAIKHGVS 0 o v x Activated u

Here you can manage the purchased licenses for specific features on the unit.
For example you can request VPN license by clicking on the Request License button.

This will send an email to our Sales team with your unit’s MAC ID. You can then add the purchased
license key with the Add button and activate this feature on the unit.

RAMOS PLUS - INTRODUCTION MANUAL
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License keys can be backed up/restored with the backup file.
All keys are unique per device and per feature.
Features that needs separate licensing:

¢ 5 Dry Contact option: Allows you to connect 5 dry contacts (input only) per sensor ports. See
below for more information.

¢ Access Control User licenses over 100: The first 100 user licenses are free (1 is always used for
the Admin user), and you can get more licensed users in blocks of 100; the limit is 1000.

* SNMPv3 feature: Allows you to use and configure secure, authenticated SNMP trap messages.
(Included in default)

¢ VPN feature: Currently the CPS VPN integration is supported, to use a secure VPN channel
between the unit and CPS. Please note that when using this option, the number of maximum
sensors that can be used by the unit will be reduced to 50.

About Dry Contact Inputs

The dry contact inputs can be configured as inputs only up to 5 Volts.

; ; 4 ~ 5 Input Dry Contact
+ Dry Contact Port 1.1
- ’ - - - | Dry Contact Port 1.2
e o o ; | Dry Contact Port 1.3
Dry Contact Port 1.4
5Input Dry Contact  Advanced ntinuous Time Dry Contact Port 1.5
Sensor Name Dry Contact Port 1.1
Practical applications:

Sensor Status Normal

m The dry contact inputs
Sensor Currentl .
e ’ can be used to monitor

Description of Status When Normal Normal many typeS of equipment,
for example, you can run
Description of Status When Critical Critical .
the connection from
Description of Status When Sensor Error Sensor Error warning lights on alarm

nel he dr n
Offline All Sensors In Error On This Port pa elstothed yco tact

inputs, so that when the

m Cancel warning light on the

alarm panel is activated,
the dry contact is triggered, thus allowing you to send notifications via emails or SNMP traps.
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Sensors page

= L Summary & Events Motifications &E System 3¢ Full Screen
[ 0 ]
Main board Rietoush daks in 4 sconds
Sensors | Main board
Main board 1 5 3

Smart Sensor Recovery

4

=

kp = = =
ML

- Thermal Map ¢ NC

On this page you can view all sensors connected to the unit per port.

Non-connected sensors will be also displayed, until you re-attach or manually remove them from the
configuration.

Data is refreshed automatically in 15 seconds.

Main board

Sensors /| Main board &
Board Name Main board

Board Status Connected

Board Currently

You could also rename the unit’s Main board.

General options for all sensors
You can change the following general options for all sensors:

Disable Auto Sense

Click on the Auto Sense button to turn off the automatic sensor detection for a port.

2 ] 4

o —_ L -

= Thermal Map NI NIC NI

This feature is useful if you want to simulate a sensor (this works for Relay type sensors) or to
prevent a sensor from going offline state. Note however that the sensor will be in “sensor error”
state if the unit can’t get any reading from the sensor.

Choose Sensor Type
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Sensor Type Thermal Map v

4-20 mA

5 Input Dry Contact (No License)
AC Voltage
Airflow

Digital Voltmeter
Dry Contact I/O
Dual Sensors
Liguid Rope
Motion Detector
Relay

Security

Siren Strobe
Smoke Detector
Temperature

Thermal Map

Ultrasonic Fuel Level
Water Detector

You can pre-configure a specific sensor type if needed, for example if you put the sensor offline
before.

Offline a sensor

Sensor Currently m

You can manually offline any sensor by clicking on the green Online button on the sensor’s
configuration page.

Offline Sensor

Are you sure you want to offline this sensor?

You'll be asked for confirmation in a popup window.

Note: if you change a sensor to “offline” it will no longer be displayed on the web interface. In order
to reactivate it, you have to toggle it back to “online”.

Smart Sensor Recovery

Smart Sensor Recovery

This feature will be used only for the new Smart Sensor type. The firmware can be updated on these
sensors automatically, and if the upgrade has failed for some reason and the sensor becomes
unresponsive, with this option you can recover them to the default firmware. It’s not used by other
sensor types.
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Smart Sensor Recovery

How to recover a smart sensor

1. Connect the smart sensor to any sensor ports on the master device
2. Select the port number the sensor is connected to.

3. Press the 'Recovery' button to start the process and wait a few minutes.

Sensor Port 1

Change Continuous Time

Digital Voltmeter Advanced Continuous Time
High Critical 0
High Warning 0
Normal 0
Low Warning 0
Low Critical 0
Sensor Error 0

The following advanced functions are for setting the time frame in which the system should delay a
notification being triggered when a sensor gives a reading that exceeds the thresholds (high warning,
normal, etc).

Continuous Time to Report High Critical: This helps to eliminate unnecessary messages during minor
fluctuations. You can set the amount of time to delay a notification of a status change from high
warning to high critical. Enter the time in seconds and press the “Save” button. The amount of time
that can be entered is between 0 and 65535 seconds which equals approximately 18 hours.

Continuous Time to Report High Warning: As above but delays notification for “High Warning”.

Continuous Time to Report for Normal: As above but delays notification for return to “Normal”
state.

Continuous Time to Report for Low Warning: As above, but delays notification for “Low Warning”
state.
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Continuous Time to Report for Low Critical: As above but delays notification for “Low Critical” state.

Continuous Time to Report for Sensor Error: As above, but delays notification being sent for sensor
going into an error state.

Example: An airflow sensor or humidity sensor may have temporary drops in readings which are
normal operating characteristics; a logical time limit is set to show abnormal conditions.

Example sensor configuration
Below we’ll show the configuration of 2 sensor types: The Temperature/Humidity and a Relay sensor.

The configuration of these 2 types of sensors covers most settings that can be configured for other
sensor types.

Temperature/Humidity Sensor
Click on the sensor port where the sensor is connected to open the sensor’s configuration.

Note: another way of accessing this page is to click on the sensor from the Summary page.

1 2 4

oS

I - - ks

~ Dual Temperature Relay

= Dual Humidity

Dual Temperature Advanced Continuous Time
Sensor Name Dual Temperature Port 1

Sensor Status Normal

Sensor Reading 26.0°C

Sensor Currently m

Low Critical Normal High Critical

-55 = 10 > 20 > 30 = 40 > 75

From this page you can carry out various operations. You can view the current status (normal, low
critical, high critical etc), rename the sensor, put it offline and change the thresholds. In the screen
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shot above you can see the sensor is indicating a temperature of 26 degrees °C, and a status of
Normal.

You can re-configure the thresholds for each sensor state. After changing a threshold value, click
“Save”. In the next screen shot you can see that a threshold has been changed to 27 make a new
“low warning” state, and along with it the sensor status has changed:

Dual Temperature Advanced Continuous Time

Sensor Name Dual Temperature Port 1

Sensor Status

Sensor Reading 255°C

Sensor Currently m

Low Critical Normal High Critical

-55 = 10 > 27 > 30 = 40 > 75

Save Cancel

Note: The Humidity sensor has the same configuration options as the Temperature sensor.

You might see a Temperature Search option for the connected Temperature sensors:
Temperature Search

Temperature | agvancea | Goninuous Thme What this button does is to search for new
. N ,
cnsorvame | Tomperature Por 1 temperature sensors in a chain, if you've

connected more than 1 sensor in a Daisy-
iy e Chain Temperature (RMS-U-DST) sensor

(o] chain.
Sensor Currently

Temperature Search

Sensor Status  Normal

It is not available for Thermal Map Sensors
Low Critical Normal High Critical (RMS-P-ST3 H ) .

-55 > 10 > 20 > 30 > 40 > 75

Save Cancel

Advanced sensor configuration for Temperature/Humidity sensors
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Dual Temperature Advanced Continuous Time

Unit ® Celsius Fahrenheit

Rearm 2
Reading Offset 0
Data Collection Type Average v
Enable Calendar On @ Off

Graph Enable ® Enable Disable

Filter Status Enable @ Disable

Units: changes units from °C to °F or vice versa.

Rearm: The Rearm parameter is useful for sensors whose values can vary such as the temperature
and humidity sensors.

It is used to prevent the sensor from rapidly changing between two states. For example if the
Warning High threshold for the temperature sensor is set to 80 degrees and the sensor were to vary
between 79 and 80 you could be faced with a very large number of emails, traps, and events logged.
The Rearm parameter prevents this by forcing the temperature to drop by the Rearm value before
changing the state back to normal. In this example, if Rearm is set to 2 then the sensor would have to
drop from 80 down to 77 before the status would change from Warning High back to normal.

Reading Offset: The Reading Offset feature is a calibration tool. If you wish to calibrate the
temperature sensor, for example, you could enter an offset value of 5. This would mean if the sensor
reads 20 degrees then it would record as 25 degrees. This figure can also be a minus figure (e.g. -5
would show 15 degrees instead of 20).

Data Collection Type Average v
Average
Enable Calendar Highest
Lowest
Instantaneous

Graph Enable

Data Collection Type: This refers to the data collection from the sensor and how the data is then
displayed on the graphs.

RAMOS PLUS - INTRODUCTION MANUAL



There are four options for the collection of data: Average, Highest, Lowest and Instantaneous. The
default setting is “Average”.

When the data collection type is set to “Average” the averaged value between 2 graph intervals is
stored and output graphs for the daily, monthly, and yearly all have the same size on the screen. For
the daily graph, each data point on the graph is one data point collected from the sensor. But for the
monthly and yearly graph, in order to display more data into the same size as the daily graph, some
consolidation on the data is needed. One data point on the monthly and yearly graph is an average of
the sensor data in a range.

The maximum and minimum values showing on the monthly and yearly graphs are the value of this
consolidated data and not the raw data over that period of that time.

The When the Data Collection Type is set to the Highest setting then you will get the graphing output
displaying the sensors highest average readings during sampling. This is the same for the Lowest
setting (lowest average).

With the Instantaneous setting you can store the actual value of the sensor at the sampling interval
without averaging.

Graph Enable: In order to save the data from the sensors on the unit you will need to enable the
Graphing feature on the unit. You need to change the Enable Graph to the On position and click on
the Save button to enable the graphing. Note that you could also enable the graphing from the
Summary page.

Filter Status: The Sensor Filter Status is a feature that you can Enable or Disable and when enabled
will check the sensor status. If the status of the sensor changes very rapidly, then it will report how
many times the sensor status changed, instead of having multiple separate entries in the syslog.

When enabled, this will report the changes and status of a sensor only once.

Relay Sensor
Click on the sensor port where the sensor is connected to open the sensor’s configuration.

Note: another way of accessing this page is to click on the sensor from the Summary page.
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oS

i = - 1

= Dual Humidity Relay NIC = Dual Humidity

Relay Advanced
Sensor Name Relay Port 2

Sensor Status On

Sensor Currently m

Description of Status When Off Off

Description of Status When On On

Description of Status When Relay Off: This field is the custom description, which will be displayed in
the Relay Status field when the relay state is off. The same text is listed as one of the relay actions
used to turn off the relay. Examples for this field are Close Door, Turn Pump Off, Turn Light Off, etc.

Description of Status When Relay On: This field is the custom description, which will be displayed in
the Relay Status field when the relay state is on. The same text is listed as one of the relay actions
used to turn on the relay. Examples for this field are Open Door, Turn Pump On, Turn Light On, etc.

Advanced sensor configuration for Relay sensors

28 RAMOS PLUS - INTRODUCTION MANUAL



Relay Advanced

Control Mode Manual Control v
Sensor Control Off v
Toggle 5 5
Graph Enable Enable @ Disable
Filter Status Enable @ Disable

Save Cancel

Control Mode:

Control Mode Manual Control v
Manual Gontrol
Sensor Control Notification Control
Time Control

Manual Control allows you to manually control the relay using the “Sensor Control” option by
controlling the cycle of the relay in an on-off-on or an off-on-off cycle. You can also set the “Toggle”
(Cycle Time) here in seconds.

Sensor Control ‘ Off v

Toggle

Toggle Off-On
Toggle On-Off

Notification Control allows you to link the relay to an action. The following actions can be chosen in
an action: Turn on until sensor normal, turn off until sensor normal, cycle the relay, turn on until
acknowledged, and turn off until acknowledged. You can also turn the “Sensor Normal Relay State”
to on or off. We'll explain more about this option in the Notifications manual.

Time Control allows you to setup a Calendar Profile for what days and times you want or do not want

the relay to be active.

Control Mode Time Control v
Calendar Profile Calendar #1 v
Graph Enable Enable @ Disable
Filter Status Enable ® Disable

Save Cancel
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Click on the Edit button next to a selected calendar to modify it.

Calendar Filter

Calendar Name Calendar #1

All

Sunday
Monday
Tuesday
Wednesday
Thursday

Friday

Saturday

* To select a minute, right click at a cell. Working Hours / Inverse All

Blue cells mean that the notification is on, white cells means it’s off.

AM PM
Al
12{1|2|3|4|5|6|7|8|9|10{11]|12|1|2|3|4|5|6|7|8]|9]|10]11
Sunday
Monday
B 2 3 4 5 6 7
Tuesday 10 11 12 13 14 15 16 17
e 20 21 22 23 24 25 26 27
30 31 32 33 34 35 36 37
Thursday 40 41 42 43 44 45 46 4T
. 50 51 52 53 54 55 56 57
Saturday Onm
* To select a minute, right click at a cell. Working Hours / Inverse All

You can quickly select the Working Hours only, and specify a custom schedule down to minutes by
right clicking on a cell.

Firmware upgrade through the Web Ul

The firmware upgrade process is very simple and straight-forward.

Send Configuration To Support presales@conteq.cz

£ Maintenance

Send Download

© Click here to setup SMTP Server.

System Firmware Upgrade Uparade

RAMOS PLUS - INTRODUCTION MANUAL



Open the System/Maintenance page and click on the Upgrade button at the System Firmware
Upgrade section.

CGWEE % Full Screen

Upgrade

Firmware Choase file

Cancel

This will start the Upgrade page. Choose the firmware file from your PC and click on Upgrade to start
the process.

Uploading...

First the file will be uploaded to the unit...

Upgrading..

...then the upgrade process will run. The whole process can be done in a few minutes.

The Power/Ethernet LED will be red during the upgrade.

Upgrade Completed

The unit will reboot at the end of the upgrade. Click on the Refresh button to reload the Web UI.
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Tel.: +420 261 219 182

conteg@conteg.com
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