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1. Introduction

1.1. What is RAMOS Ultra?

The RAMOS Ultra integrates the latest technology to push the boundaries of disaster protection. Now
you can sense and see problems before they lead to business disruptions. It is a high speed, accurate,
intelligent monitoring device, featuring a completely embedded host and Linux Operating System. This
gives you everything you need and nothing you don't!

1.2. How to use this manual

This manual is meant to provide the user with a step by step guide on how to configure and set up
their unit. It utilizes screen shots in an effort to make things simpler for the user to follow. It is split up
into sections that form “mini tutorials”. These cover the basic set up and common configurations of
the unit, and give an introduction to its most useful features.

At the end of the manual there is a FAQ section that provides some further in-depth information
regarding specific set ups and answers some commonly asked questions. If you need any further
information or help with using your unit then please contact us on ramos@conteg.com.

1.3. Package Contents
Your RAMOS Ultra package contains the following items:

e 1x Product CD

e 1x 1,5m Crossover or straight cable
® 1x 7,5V, 3 A power supply

o 2x Brackets for rack mounting

e 1x First run manual

1.4. Front panel

LILTRA

1 2 3 4 5 6 7
Activity @ Status = . = - - S0 OC
Power * Link - ® Onine® ® ® & ® & & ¢

The front panel has several LEDs which display the units’ status and notify you as to its activity.
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1) Power LED

When the unit is powered up the power LED will be lit continuously. If the power LED is flashing then it
indicates a problem with the CPU. If you notice this then please contact us on ramos@conteg.com

2) Ethernet LED

The Activity and Link LEDs indicate network connectivity and activity. The Link LED will light up when
there is a network connection present. The activity LED will flash when there is network traffic being
sent or received by the unit.

3) Status / Online LEDs

These are numbered 1 — 8. They are used to indicate the connectivity status of the sensors connected
to each port. These LEDs also can be used to indicate system status when undertaking various
operations.

1. The LEDs will indicate the progress of an upgrade. The red LEDs will move from left to right to
indicate activity, and the green LEDs will indicate overall progress of the upgrade. When all the
red lights are off and all green are on the upgrade / recovery process is complete.

2. These lights will indicate if the unit is operating in safe mode. This is when the unit loads the
Operating System (0OS) with a minimal set of drivers. If your device enters safe mode after
rebooting then please contact us on ramos@conteg.com

3. The unit may enter recovery mode if a firmware upgrade has been incomplete. This will be
indicated by the unit displaying a continuously lit row of red LEDs. If this happens please contact
us on ramos@conteg.com

4) Mic

The mic is a small hole for access to the internal microphone. This can be used as a sound sensor (or an
external mic can be used)

5) Expansion Ports

There are four expansion ports numbered from E1 — E4. These are expansion Ports for connecting
either the 8port expansion or 16 dry contact expansion modules.

6) Removable SD slot

This slot so where you can place your SD card which can store data such as pictures taken from the
CCTV camera, sounds recorded from the internal microphone, and also the current firmware of the
unit. Supported card size is up to 32GB. SD card is not included.

3
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1.5. Rear panel

The rear panel of the unit is home to various ports and connections. The functions of these are as follows:
1) Reset button
The black tact switch button is used to perform the following functions

1. A single press will announce the IP address of the unit. This is audible through the
internal speaker. It also broadcasts the IP address to the IPset program.

2. Turns off password checking when accessing the web based interface (hold down for 7
seconds)

3. Toreboot the unit into the firmware upgrade mode (hold down for 12 seconds)
2) Sensor ports

There are 8 RJ45 ports numbered from 1 — 8. These are for connecting Conteg intelligent sensors to
the unit.

3) USB port

The unit is equipped with one USB 1.1 port. This can be used, for example, to connect a USB
GPRS/GSM compatible modem, a USB WiFi dongle or USB Bluetooth dongle.

4) Mic Out
This is used to connect an external microphone for voice modem applications.
5) Audioin / out
The “in” is used to connect an external microphone, the output for external speakers.
6) RS485 Port
Used for Modbus connectivity. We support Modbus master or slave.
7) Power Connector

This is a 7.5V DC plug. We recommend you usinga 7.0 -9V, 2.5 A power supply.
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8) Ethernet Port
This RJ45 port is used to connect your unit to the network.
9) External ground

The EXT. GND can be used to external ground the unit.
2. Installation

2.1. Setting up the IP address

Every unit is shipped with the default IP address of 192.168.0.100 First we will go through the process of
changing this IP address to fit your own network configuration.

Ensure the following items are available to you before starting:
1. RJ45 CATS5 crossover cable with RJ45 male connection
2. A PC with Ethernet card or LAN socket.
3. Power socket for the unit to connect to

a) Connect the unit via the Ethernet port of the unit to your computers LAN or Ethernet port with a CAT5
crossover cable.

b) Open a web browser and type the default IP address, and then press enter.

= 1921680100/ D -2 X | O 1921680100

In some cases your computer might not be able to connect to this default IP address. In this situation
you need to set up your computers routing table to allow access to this. See the appendix on how to
setup this.

c) On welcome “Log in” page enter username “Admin” and default password for Admin is “public”.
Change the password to make your unit secure!

d) Next the home page will be displayed. It will look similar to this.

WWW,conteg.comm

All rights reserved, CONTEG © 2012



& coNvEG' RAMOE
to complete your networ WHILTR

Location: System Location Current System Time: 21/01/2000 18:57:52

Summary Setting Sensor Information
Layout Setting Host Name Type Sensor Name Reading Status
Sensor Filters = Main Module Virtual Sensors Temperature on RAMOS Mini 23.5°C Normal
Temperature Array Temperature Array Port 2.1 24.5°C Normal
Sorby. n Temperature Array Temperature Array Port 2.2 24.5°C Normal
Advanced Filter Temperature Array Temperature Array Port 2.3 245°C Normal
# Display Status Temperature Temperature Port 4 245°C Normal
® Display Sensor Type —
= Dry contact VO Port 3 - G
e et Dry contact li0 Dry contact li0 Port 3
420 mAmp 420 mAmp Port 1 0.1 kPa Normal
Search : ® RAMOS UL TRA-EX 0AD00ESE Module RAMOS ULTRA EX 04000858

Apply Filter Clear Filter Sensors status will be reloaded in 05 secs
System Log ( 0 messages )
Expand All Modules Collapse All Modules

Reload Sensaor Interval - [ Apply
secs

Select Settings tab

Syslog Filters

Requesting data

e) Click on “Ethernet network” from the list on the left frame of the page.

% cosvEg RAMES

Location: System Location

TRA

Current System Time: 21/01/2000 19:07:13
Ethernet Network
Setup Default Interface  [/] Use this Interface as the Default Gateway.

Use DHCP _ O Yes _© No

= General 1) Click on ,,Connectivity” .
Coe) & ) ” y mddre.&s 192.168.168.168 ]<: 2) Enter IP address

Subnet Mask  |255.255.255.0

[w]< 1 2) Click on ,,Ethernet Gateway IP Address  |192.168.168.250

Wifi Network Domain Name Server  |192.168.168.5

'
network
Modbis Ethernet MAC ID  00.0B.DC-00.02.F5
SHMP Ethernet Media Mode 100baseTx-FD, negotiated, link ok
SNMPTraps o=
Bluetooth

Dial-in Modem

Dial-Out Modem

OpenVPN Client

Serial to Network Proxy
Server Integration

System Administrator

4) Click on ,,Save“

Help

This page allows the system IP settings to
be configured centrally by DHCP or
manually.

Note. The unit ships with DHCP disabled. If you wish to use a DHCP server to obtain the IP address then see
the “Using DHCP” section of the FAQ>

2.2. Testing the new IP address with the “ping” command

Once you have assigned the new IP address use the “ping” command to test the unit. This can also be used as
a diagnostic tool in order to check whether your unit is connected to the network.
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E® Spravee: CA\Windows\system32\emd.exs

Microsoft Windows [Uerze 6.1.76811]
Copyright {(c> 2889 Microsoft rporation. UZechna priva vyhrazena.

C:\Users\tgrafPping 192.168_168.168 <:

Pi#ikaz PING na 192.168.168.168 - 32 bajtii dat:
OdpovEd 192.168.168.168: bajty=32 £as=1ms TTL=64
Odpovdd 192.168.168.168: hajty=32 &as ¢ ims TIL=64
Odpovdd 192.168.168.168: hajty=32 Eas < 1ms TIL-64
Odpovéd od 192.168.168.168: bajty=32 Eas < 1ms TTIL=64

Statistika ping pro 192.168.168.163:

Pakety: Odeslané = 4, PFRijaté = 4, Ztracené = B (ztrita Bx)>,
P#ib ni doba do pFijeti odezvy v milisekundach:

Minimum = @Bms. Maximum = 1ims,

C:vUsersstgraf >

2.3. Firmware upgrade

Ensure you are running the latest firmware. You will also need to download the latest firmware from our
website www.conteg.com.

This tutorial provides you the information needed to upgrade the firmware.
To get to the starting point of this tutorial:
e Login as administrator

e Click on the settings tab

a)

G CONT=G RAMOS

=
to complete your network

Location: System Location Current System Time: 21/01/2000 18:57:52

LB e

Summary Setting Sensor Information
Layout Setting Host Name Type Sensor Name Reading Status
Sensor Filters = Main Module Virtual Sensors Temperature on RAMOS Mini 23.5°C Normal
Temperature Array Temperature Array Port 2.1 24.5°C Normal
bV ﬂ Temperature Array Temperature Array Port 2.2 24.5°C Normal
Advanced Filter Temperature Array Temperature Array Port 2.3 245°C Normal
@ Display Status Temperature Temperature Port 4 24.5°C Normal
: g:iz::zj SEQSDN;:SE Dry contact /O Dry contact VO Port 3 =
420 mAmp 4.20 mAmp Port 1 0.1 kPa Normal
Search : ® RAMOS ULTRAEX 0A000858 Module RAMOS ULTRA EX 0A000858 -

Sensors status will be reloaded in 05 secs
Apply Filter Clear Filter

System Log ( 0 messages )
Expand All Modules Collapse All Modules

Reload Sensor Interval :5912, Apply Select Settings tab

Syslog Filters

Requesting data
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b)

<

Location: System Location

me
1

-q
1o complete your netwarl

REAMI=

UirrA

Current System Time: 21/01/2000 19:45:17

ST S S Aoces Conol

System Maintenance

Setup Clear Syslog

General

Clear RRD datalog

Somectylty 1) CIICk on ’ISYStem Restore Original Settings
Server Integration . e “«
= i Admlnlstrator Clear All User Data and Restore Original Settings
]
N o Backup All Settings To Backup File

User & Group Management

Restore All Settings From Backup File
System Maintenance|

T 2) Click on ,,System _
B Send Configuration To Support
System Log Maintenance”

Heartbeat Messages

Cloud Monitoring System Firmware

Help

This page allows you perform all system
maintenace of cleaning logs, backing up
and restoring settings.

You can also send a configuration file
directly from this page and check and apply
for latest firmware updates.

c) You will then be presented with this pop up:

Microsoft Internet Explorer

LW ["] Keep present network setting
L&J [”] Keep present network setting
Vybrat souber | Soubor nevybran

LW [C] Keep present network setting

‘pmduct@conteg,cnm

%ﬂ Click here to setup SMTP Server

System Firmware Upgrade

3) Click on ,,Upgrade”

\ ? ) This will rebook the device inta update mode. Da you wank ko rebaoot?

L QK J [ Cancel

Click OK. The unit will then reboot in safe mode. After reboot you will be redirected to the safe mode web

interface. This can take some time, so please be patient. The page will display the following message while
rebooting.

k3

Location: System Location
Summary

RAMOE

ULTRA

CONTEG

1o complete your networ
Current System Time: 02/07/2012 09:48:30

S TS S S S S S ST S ST

Firmware Upgrade
Rebooting.

10
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d) Once the unit has rebooted you will see the following page where is presented Firmware upgrade and
system maintenance options with backup for example. For upgrade press button “Upgrade”.

CONTEG RAMOS ULTRA

(Upgrade | < ]

Warning: Do not close or refresh this window! If you wish to cancel the process,
please click the "Cancel Upgrade” button.

Cancel Upgrade

Maintenance Command | Clear Event Log
Clear Event Log
Clear Sys Log
Restore Original Settings

Clear All User Data and Restore Original Settings
Backup All Settings To Backup File

e) On the next page follow these instructions.

CONTEG RAMOS ULTRA

1. Download the firmware file on to your local hard disk.
= LTI "amel I'\ 1) Click here to navigate to the

3. \ upgrade file you downloaded from

2) Click here to start upgrade

Waiting to upgrade firmware

1"
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f)

g)

During the process you will see the following messages:

CONTEG RAMOS ULTRA

Upgrade status

Upgrading mega firmware 0 ...

This is the second half of the upgrade process. It will take approximately 10 minutes.
When this is complete the upgrade status will say "Complete" and the system will reboot automatically.
During the upgrade process, the red LEDs run from left to right continuously.
The green LEDs show the percentage of the upgrade process.

I”

The unit will then reboot. The process is complete when the LED’s are back to their “normal” status.

Then press button “refresh”

CONTEG RAMOS ULTRA

Firmware Upgrade

COMPLETE
System is now rebooting. ..

It usually take about 3 minutes to finish

When the system is ready, the "Online” LEDs are lit corresponding to the sensor ports used.
Then, the "Refresh” button can be pressed to reload the page manually.

Refresh

3. Multi-users and groups setup

Log in to the RAMOS Ultra with the Administrator password, the default will be “public” if you have not
changed this yet.

Click on the Settings page, then System Administrator then User & Group Management as shown in the
screen shot below:

Note: The following screen shots may appear small and hard to read. Please use the zoom feature in your PDF
reader program to increase the size of the page to better view these screen shots.

12
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3.1. Group Setu . .
P P 1) Click on “Settings”
Current System Time: 02/07/2012 12:34:21

(TS S S S S R S S T

User & Group Managemen

Location: System Location

Setup

Hlcm ““ICII 4) Click on “Groups”

System Date and Time

User Name Group Name Description Login session timeout (minutes)
& Connectivity Admin * Administrator Builtin account for administrator 60
User* User Built-in account for user 60

Server Integration
| = System Administrator | * Cannot remove.

ﬁ 2) Click on “System Administrator” (aa: (ame G

Sarvies ang Socuty 3) Click on “User & Group Management”
System Log
Heartbeat Messages
Cloud Monitoring
Help.

This page allows enabling, creation and changing of the
User and Admin password

This will take you to the Groups page shown below:

¥ coNgEg RAMBE
-
Location: System Location Current System Time: 02/07/2012 13:17:21

5 ey i T e tkalr 7 Awesowor e pewos T op ]

User & Group Management
Setup
= Genera L —T —
System Date and Time Group Name Description
® Connectivity . .

Server Integration
= LT e o
Password Checking
User & Group Management
System Maintenance
Services and Security
System Log
Heartbeat Messages
Cloud Monitoring
Help

This page allows enabling, creation and changing of the
User and Admin password.

Now click on the “Add” button to add your groups as shown in the screen shot above.

C coNvEs' RAMBS

1o complete your net UhrrA
Location: System Location Current System Time: 02/07/2012 13:29:37

User & Group Management
Setup

< Genera T ) TR

System Date and Time

Group Setup

Connectivity
Server Integration Group Name  [System Guest
& System Administrator Descritption |Guest of the system

\

Password Checking

Object Modify View
User & Group Management

N User Management
System Maintenance o =l
Services and Security Systems
System Log Sensors and Maps B @
Hostbeat Massaces Notifications
Heartbeat Messages

Acknowledge Sensors and Notification [} =

Cloud Monitoring

— | Cancel | Finisn

This page allows enabling, creation and changing of the
User and Admin passworc

Enter your group name for example we have added a group named “System Guest” and entered our
description.

Now check the objects within the web interface that this group will be able to Modify and View. Then click
the “Finish” button to save your group.
13
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= == g =
¥ cONTSG e
Location: System Location Current System Time: 02/07/2012 14:29:45

T T SR ST ST S R ST ST

User & Group Management
Setup
= General T TR
System Date and Time
® Connectivity { System Guest Guest of the system ||

Server Integration
= System Administrator [ ada | [ Remove || Properties |
Password Checking
User & Group Management
System Maintenance
Services and Security
Sustem Log New group shown here
Heartbeat Messages
Cloud Monitoring
Help

This page allows enabling, creation and changing of the
User and Admin passwor

Now you can see the new group “System Guest” has been added to our group list as shown in the screen
shot above.

& coNFEg RAMBS

ULTRA
Location: System Location Current System Time: 02/07/2012 14:26:20

User & Group Management
Setup

< Genera T TR
yste i =
System Date and Time Group Name Description
& Connectivity System Guest Guest of the system

Server Integration

= System Administrator
Password Checking
User & Group Management
System Maintenance
Services and Security
System Log
e After highlighting the group, click on

loud Monitoring

Holp button “Properties” to modify settings

This page allows enabling, creation and changing of the
User and Admin password

If you wish to modify your group settings, highlight the group you wish to modify by clicking on it, and then
click on the “Properties” button as shown in the screen shot above.

3.2. User Setup
¥ coNE=g RAMOE

UTrRA
Location: System Location Current System Time: 02/07/2012 14:40:56

TR ST S S S S S S R ST ST

User & Group Management

Setup
= Ganera TS
System Date and Time User Name Group Name Description Login session timeout (minutes)
& Connectivity Admin * Administrator Builtin account for administrator 60
‘Server Integration User* User Built-in account for user 60

= System Administrator * Cannot remove.

Setreor—— 1) Select “Users” () smmas- cmns

System Maintenance
Services and Security
System Log

Heartbeat Messages

Cloud Monitoring 2) Select “Add”

Help

This page allows enabling, creation and changing of the
User and Admin password

Click on the Users tab then click the “Add” button to add the new Users to your groups as shown above.

14
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¥ coNIEg RAMBZ
ULTRA

Location: System Location Current System Time: 02/07/2012 14:51:16

T T SRR S ST S R ST ST

User & Group Management
Setup

< Genera T Groups

5y Date and Ti
tem Date and Time User Setup

Connectivity Enter the user name, password, descritption and then select the member of the group.
Server Integration
= User Details
 System Administrator
Password Checkin User Name  [Thomas. User Cannot Change Password
User & Group Management Password [wes
System Maintenance Confirm Password [
Services and Security Description  [Guest
System Log Login session timeout (minutes) 60
Heartbeat Messages Member of Group [ System Guest [~ Goto Group Setup

Press “Finish” when

=4 entryall data

This page allows enabling, creation and changing of the
User and Admin password.

Cloud Monitoring

Now enter your User details as shown above. In our example we have entered Thomas as our Guest into our
“System Guest” group. We have also added the option so that this user cannot change his Log in password.
After adding your users for each group click the “Finish” button to save each user.

G GONTEG RAMGE
ULTRA

=W, o complete your netw

Location: System Location Current System Time: 02/07/2012 15:02:34

T SRR ST ST S R ST R ST

User & Group Management
Setup

< Genera T Groups

System Date and Time

User Name Group Name Description Login session timeout (minutes)
Connectivity Admin * Administrator Builtin account for administrator 60
e ———— User User Builtin account for user 50
[ | Thomas System Guest Guest 60 | |
 System Administrator

Password Checking * Cannot remove.

User & Group Management GEo ) (e
| Remove | Properties |

System Maintenance w

Services and Security

System Log

Heartbeat Messages

Cloud Monitoring

Help

This page allows enabling, creation and changing of the
User and Admin password.

Now as you can see the new user has been entered into our list of Users.

€ EONEEG RAMBS

1o Complete your net
B UrrRA

Location: System Location Current System Time: 02/07/2012 15:04:25

R ST S S S ST S R ST S ST

User & Group Management
Setup

< Genenal T T

System Date and Time

User Name Group Name Description Login session timeout (minutes)
Connectivity Admin * Administrator Builtin account for administrator 60
e User* User Built-in account for user 60
Thomas System Guest. Guest 60

& System Administrator

R * Cannot remove.
User & Group Management
System Maintenance
Services and Security
System Log

Heartbeat Messages

Cloud Monitoring

Help

After highlighting the User, click on
button “Properties” to modify settings

This page allows enabling, creation and changing of the
User and Admin password

To modify a user’s setting, first highlight the user by clicking on it, and then click the “Properties” button as
shown in the screen shot above.

15

WWW.conteg.com

All rights reserved, CONTEG © 2012



4. Services and Security

Active Services Application (disabling)

T TR

Services and Security
Active Services

"] Nagios

Secure Shell

Telnet

Web Interface (HTTP)
You can enable or disable the Nagios, Video Conferencing, Secure Shell and Telnet applications running on
the unit thus making the unit more secure as shown in the screen capture above.

Closing or changing ports disabling HTTP and enabling HTTPS

Access Control Settings
| | AcesComol ] o Sewngs [ |

Services and Security
Active Services

| Nagios

Secure Shell

Telnet

Web Interface (HTTP)

port to use :BD Available Port

Secure Web Interface (HTTPS)

Active Services port to use j443 ~_ Available Port

You can also close or change the ports used to access the units web interface, disable HTTP and enable
HTTPS only.

The "s" at the conclusion in HTTPS stands for secure. This SSL/TLS connection type is used primarily for high-
value sites or ‘pages’, to elevate the potential of being unreadable by anyone but the end-points.

One benefit is the traffic between client and the RAMOS Ultra is not cached along the various units as it
moves across the ‘Net, and so can’t be accessed by someone after the connection is terminated.

16
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The SNMPv3 SSL security feature

Services and Security

Active Services

"] Nagios
Secure Shell
Telnet
Web Interface (HTTP)
port to use |80 Available Port

Secure Web Interface (HTTPS)
Active Services port to use | 443 Available Port

Add Key

Simple Network Management Protocol Version 1 (SNIMPv1)
Simple Network Management Protocol Version 3 (SNMPv3)
"] Serial to Network Proxy (ser2net)

AKCess Pro Server Integration

Ethernet Watchdog

Save Reset

Use the SNMPv3 SSL (Secure Sockets Layer) which is the standard security technology for establishing the
encrypted link between the RAMOS Ultra in our case and the web browser. This link ensures that all data
passed between the RAMOS Ultra and the browser remains private and integral.

SNMPv3 provides important security features:

* Confidentiality - Encryption of packets to prevent snooping by an unauthorized source.
* Integrity - Message integrity to ensure that a packet has not been tampered with in transit.
* Authentication - to verify that the message is from a valid source.

Select ssl key

File : Browse. ..

Add File

file name must be userkey.pem

Close
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Active Security
Active Security

[l Allow Users to Acknowledge Alarms

Active Securi
b Announce IP Address When Boots

Save Reset

In the Active Security section you can allow Users who are logged into the units web interface to
“Acknowledge” alarms, which is normally reserved only for the Administrator.

When the unit boots up, it will announce the IP address that it has been configured with. As an added
security feature this announcement can be disabled in the above screen shot, so that the IP address remains

unknown.

The NAC or Network Access Control security feature

Network Access Control

Network Access Control O Off @ On
. @ Only allow access to the host below
Access Policy
_'Only deny access to the host below
Address
Allow List
Save Reset

The NAC or Network Access Control feature allows you to restrict access to the web interface for only certain
IP addresses, or deny access to the web interface for only certain IP addresses.

4.1. Setting up a sensor

In this section we will now go through the basic set up of a sensor. We will focus on the CONTEG temperature
sensor; however this basic set up process is applicable to all of our sensors. If you require information on
specific functions of a particular sensor then please download the manual for that sensor from our website, or
locate it on your product CD.

a) Plug the sensor into one of the RJ45 “intelligent sensor ports” on the rear panel of the unit. In this
example we will use port 1.

Connect Sensor to one of the ports on the rear of the unit
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b)

<)

Now point your browser to the IP address of the unit (default, 192.168.0.100). Next you need to log in
as the administrator using your administrator password (default is “public”). You will then be taken to
the summary page. This is shown below.

Location: System Location

Summary Setting
Layout Setting
Sensor Filters
Sontty - [FastameT7]
Advanced Filter
# Display Status
Display Sensor Type

Display Host Name

Search :
Apply Filter Clear Filter

Expand All Modules | | _Collapse All Modules

Reload Sensor Intenal - [10 secs. [ Apply

Syslog Filters

RAMES

Sensor Information

Current System Time: 02/07/2012 15:50:45

Host Name. Type Sensor Name. Reading Status
I Main Module Temperature Temperature Port 1 55C Normal ]

i

‘Sensors stalls will be 1el03Ged in 02 5ecs

System Log ( 0 messages )

Sensor information listed here

System Log wil be reloaded n 03 secs

The temperature sensor should be listed, along with its current reading and status. If this is not shown
please see refer to the FAQ.

This summary page allows you to quickly see which sensors are connected, their status, view the
system log, and also view footage from any connected cameras. We will now go through some of the

tools the web based interface provides for getting feedback from the sensors.

Now click on the temperature sensors name (indicated in previous screen shot). This will bring you to

the following page, the sensors page:

Location: System Location

Sensors Menu
Sensor Ports
Expansion Boards
& Power Meter

Virtual Sensors

SNMP OID
Get SNMP OID

Help

This page shows the sensor ports and their respective
status and state
Click on a port to display or configure its settings.

Helpful Suggestion

Rearm
One way to reduce the amount of false wamings when
temperatures are frequently fluctuating, i to set the
"Rearm" feature here.This is similar to the "Continuous
Time" feature as it willfiter ot or not allow additional alerts
10 be sent if the temperature fluctuates within the degree
this has been set to

Continuous Time for Sensor
One way to eliminate false warnings in an unstable
temperature ennvironment, is to add time in the continuous
time to report feature here.

Minimum Time Status
Prevents the status from fluctuating within the time set. Eq
Sensor can only show high ciitical state once within 3
seconds, ifvalue is set to 3 seconds

RAMGE

Sensor Settings

Current System Time: 02/07/2012 16:07:35

1 3 4 7 8

O Auto Sense O Auto Sense O Auto Sense O Auto Sense [ Auto Sense [ Auto Sense O Auto Sense
® ® ® [ d
(5} ® ® ®
NiC niC NiC

Sensor Name: [ Temperature Port 1

255°C

A A A &
Low Critical 10

Low Critical

10

20 30

40 High Critical

Current Reading ~ 25.5°C

Status__Normal

) Name of Sensor

Threshold Adjustment

Online/Offline Status Option

ve eset

Set Thermostat Online:

Note: another way of accessing this page is to click on the “sensors” tab at the top of the page.

All rights reserved, CONTEG
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4.2, Notification thresholds

From this page you can carry out various operations as indicated above. Also view the current status (normal,
low critical, high critical etc.). In the screen shot above you can see the sensor is indicating a temperature of
25.5 degrees C, and a status of Normal. If you click on the blue marker arrow indicated above by the “Set the
required threshold” label you can drag this marker to re-configure the thresholds. After dragging the marker
click “save” In the next screen shot you can see that this marker has been moved to make a new threshold,
and along with it the sensor status has changed.

Sensor Name  |Temperature Port 1

25.5°C
A 4 4 ]\ . - .
Low Critical 0 22 High Critical High critical value is now
below current reading
Low Critical High Critical
0 7 15 22

Current Reading 25.5°C

[ el  High Critical Status is now showing critical

Sensor Currently Online

If the marker is then dragged back to above the current reading temperature you should see the status
returns to a normal condition again. Note: If this does not happen straight away press your browsers refresh
button.

Sensor Name  |Temperature Port 1

High critical value set to
above current reading

Low Critical 0 41 High Critical
Low Critical High Critical
0 4 33 41

Current Reading ___ 25.0° C

Status Normal ]7 Status returns to normal

Sensor Currently Online

If you wish to take a sensor offline then click on the “sensor currently” button. These will offline the sensor
without the need for you to physically unplug it.
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Current Reading 25.0°C

Status  Normal

Sensor Currentl W
= % Click on this button to take a sensor offline

Now your page will look something like below after taking the sensor offline.

G coNiEG RAMBE

1 complete your networl ULTRA
Location: System Location Current System Time: 02/07/2012 16:47:10
Sensor Settings

Sensors Menu -
HostName  |Main Module
Sensor Ports

Expansion Boards @

Power Meter

Virtual Sensors

Help 1 2 3 4 5 6 7 8
e s s revaTand Femrea i Auosense | | OAuosense || HAwoSense | | O AwoSewe | OAuwoSemse | OAuoSemse | HAuoSense | HAuoSeme O AuoSense
status and state. Status
Click on a port to display or configure its settings [ ° ® ® ® ® ® ®
Online [ ]

L ® [ ) o [ ) [ ) [ )
[T = 1= 1= | = = R =] [ =]
% The shades sensor icon indicates that the sensor is offline

To bring a sensor back online, select your sensor type from the drop down menu and click “save”.

¥ EONTEG REAMBS

10 complete your netws hrrRA
Location: System Location Current System Time: 02/07/2012 16:54:01
Sensor Settings

Sensors Menu 1 2 8

Lo AuwosSense | Ml AuoSense | HAwoSense | | AwoSewe | O AuoSemse || HAuoSeme | | HAuoSense |  HAuoSense | [ AuoSense |
® ® ® ® ®

Expansion Boards

Expansion Boards — ° ° ®
® ® ® ® ® ®
i niC e Nic [ nC

Power Meter
Please reconnect the sensor or select your sensor for this port below.

Select sensor for this port 420 mAmp. S| save | l @ 3) Click “Save”

Online

Virtual Sensors

Help

This page shows the sensor ports and their respective
status and state
Click on a port to display or configure its settings.

1) Click on picture =
of sensor socket gl Ve

Dry contact /0
Dual Sensors
Fuel Level Sensor
Liquid Rope
Motion

Power

Prabe Switch
Relay

Security

Siren

2) Select “Temperature” ()
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4.3.

Advanced sensor settings

Near the bottom of the sensors page you will see the advanced mode button

)

%

Sensor Name

Temperature Port 1

By clicking this you will get the following options:

Sensors Menu

SNHP OID
Get SNMP OID
Help
This page shows the sensor ports and their respective
status and state.
Click on a port to display or configure its setfings.
Helpful Suggestion

Rearm
One way to reduce ths amount of false wamings when
temperatures are frequently fluctuating, s to set the
“Rearm’" feature here.This is similar to the “Continuous
Time" feature as it wil fiter out, or not allow addtional alerts

o be sent ifthe temperature fluctuates within the degree
this has been set to

Continuous Time for Sensor

One way to eliminate faise wamings in an unstable

temperature ennvironment, is to add time in the continuous
hhhhhhhhhh

Minimum Time Status

Prevents the status from fluctuating within the time set. Eg.
Sensor can only show high critcal state once within 3
seconds, ifvalue is set to 3 seconds

Advanced mode functions

REAMaE
Sensor Settings
1 2 s 4 5
Auto Sense [0 Auto Sense [ Auto Sense [0 Auto Sense [0 Auto Sense (0 Auto Sense
Status. ®
Online ®
| L
e

| Advanced Settings |

6
@ Auto Sense

Units
Rearm
Reading Offset

Data Collection Type
Display Style
Check rate of change

Enable Graph

Open link in
Filter Status

Enable Calendar

Fahrenheit © Celsius
2
0
[Average[~]
© Basic Style © Gauge Style
Enable © Disable
on © off

Popup Windows on Sensor Name

Sensors URL |

© Current Windows ) New Windows

© Enable © Disable

On © off

Save | | Reset

\ e

_/

Units: changes units from C to F or vice versa

Current System Time: 0207/2012 17:17:04

7 8

Rearm: The Rearm parameter is useful for sensors whose values can vary such as the temperature and

humidity sensors.

It is used to prevent the sensor from flickering between two states.

For example if the Warning High

threshold for the temperature sensor is set to 80 degrees and the sensor were to vary between 79 and 80
you could be faced with a very large number of emails, traps, and events logged. The Rearm parameter
prevents this by forcing the temperature to drop by the Rearm value before changing the state back to
normal. In this example, if Rearm is set to 2 then the sensor would have to drop from 80 down to 77 before
the status would change from Warning High back to normal.

Reading offset: A calibration tool. If you wish to calibrate the temperature sensor, for example, you could
enter an offset value of 5. This would mean if the sensor reads 20 degrees then it would record as 25
degrees. This figure can also be a minus figure (e.g. -5 would show 15 degrees instead of 20)
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Enable Calendar: If you select this option then the following will be displayed:

Enable Calendar | & on|O off Stat o
Status set to on

All

121 (2

Tuesday
Wednesday l.
Thursday =..
ricy [

Togale Working Hours
To Clear/Set, Click Hour, Day, AM, PM, All.
Report N 01 To Clear/Set the Whole Hour, Click a Cell.
Report To Select a Minute, Right Click a Cell; Mouse Over will display minute

L Set Thermostat Online ]

In our example we wish to monitor an office building between the hours of 7 PM — 9 AM Monday — Friday
only. You can see in this picture we have selected the “Do Not Report” option for the hours in which we do
not wish to receive any notifications or have any events logged. You change the status of that time frame
(Report / Do Not Report) by simply clicking on the square. This will change it from blue to grey, a second click
will return it to blue.

Enable calendar & on O Off

Al AM PM

12 1 2 3 4|5 6 7 8|9 10 11 12 1|2 3 4 5 6
swaay [ ] | | [ [ | ]
woncay [ I N B
reescy [ O I R R
weanesaay | N I O O O
oursaay S O O |

]
rrvaay | O O
sawaay [

Toaale Working Hours
To Clear/Set, Click Hour, Day, AM, PM, All.
- Report |:| Do Not Report To Clear/Set the Whole Hour, Click a Cell.
To Select a Minute, Right Click a Cell; Mouse Over will display minute offset.

4.4. Continuous time sensor settings

The following advanced functions are for setting the time frame in which the system should delay a
notification being triggered when a sensor gives a reading that exceeds the thresholds (high warning, normal,
etc).
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Continuous Time for Sensor to be in new Status before accepting new Status
High Critical
Normal

Low Critical

o ol o ol e o

Sensor Error

Save Reset

Set Thermostat Online

Continuous Time to Report High Critical: This helps to eliminate unnecessary messages during minor
fluctuations. You can set the amount of time to delay a notification of a status change from high warning to
high critical. Enter the time in seconds and press the “Save” button. The amount of time that can be entered
is between 0 and 65535 seconds which equals approximately 18 hours

Continuous Time to Report High Warning: As above but delays notification for “High Warning”
Continuous Time to Report for Normal: As above but delays notification for return to “Normal” state
Continuous Time to Report for Low Warning: As above, but delays notification for “Low Warning” state.
Continuous Time to Report for Low Critical: As above but delays notification for “Low Critical” state.

Continuous Time to Report for Sensor Error: As above, but delays notification being sent for sensor going
into an error state.

Example: An airflow sensor or humidity sensor may have temporary drops in readings which are normal
operating characteristics; a logical time limit is set to show abnormal conditions.

5. Expansion Ports

The RAMOS Ultra is equipped with four expansion ports. This enables you to connect up to four daisy chains
of expansion modules. The available expansion modules are an eight port intelligent sensor board and an
Opto-isolated sixteen dry contact expansion module. In this section we will go through the basic setup of the
sensor. If you require information on specific functions of a particular sensor or expansion board then please
refer to the relevant manual for that product.

a) Plug the expansion board into one of the four ports located on the front panel of the unit. These are
numbered E1-E4.

~ RAMD

—]
LLTRA
1 2°3 4 8 8 7 %
Activity @ Status.
Link @ Onling ® ® & & & & & @
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b) From the summary page, navigate to the “Sensors” tab. Then click “Expansion Boards” as outlined in the
image below:

& CONTEG RAMOE

1o complete your ULyRA

Location: System Location Current System Time: 03/07/2012 09:35:03
TR Vostcaion

Sensor Settings

Sensors Menu Expansion Port1

% . =] . 1) Click on “sensor”
. Expansion Por2 d | RAMOS ULTRAEX 0A000858

« Expansion Port3 Expansion Port1
] pamon ot 2) Click on “Expansion Boards” S
Add Meter

Graph ,,, )

Virtual Sensors

Help Expansion Port2
Click on a port to display or configure its settings Expansion Port3

Move E:module Settings

If you need to move your sensor setting from one E-module ' 7!
to another, first connect the expantion modules, then simply

drag the E-module icon to the E-module you would like to

move the settings to and drop it onto that E-module Expansion Port3

Please Note: You will lose your original settings because

this process duplicates sensor ID's which connot be the Expansion Portd

same on the unit.
=1

Expansion Portd

c) Alist of all extended ports will be shown. Each port will display any available extension modules; these
will be highlighted in green. Click the module to be taken to the sensor settings page.

Expansion Port1

Suuuasan ’ :

Expansion Port1

d) This will bring you to the following page, the extended port sensors page:

G CONTEG RAMBES

1o complete your networ UTrRA
Current System Time: 03/07/2012 10:00:12

A TR ST R S R ST S ST

Sensor Settings

Location: System Location

Sensors Menu Expansion Port1
Sensor Ports
Expansion Boards H —
. Expansion Port1 /
. Expansion Port2 /
- Expansion Port3 Expansion Port!

. Expansion Portd
RAMOS ULTRA-EX 0A000858
= Power Meter

Add Meter Host Name |RAMOS ULTRA-EX 0A000858 | cha nge Name here

Graph Module Status__ Connected

T Enable or Disable your module here

Filter Status @ Enable © Disable

_save | | Reset

This page shows the lst of extended moduless connected
Click on a module to change its settings

1 2 3 4 5 6 7 8
Auto Sense [ Auto Sense [ Auto Sense [ Auto Sense [ Auto Sense [ Auto Sense [ Auto Sense [ Auto Sense [ Auto Sense
Click here for S < ® ® ® ° ° ® °

. i ° ° o 0 b ° 2
sensorsettlngS% ;@‘ ;@‘ ;@‘ ;@‘ ;@‘ ;@‘ I@|

Dual Sensors
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e) Once you have clicked on the “Dual sensors” tab you will be directed to the familiar looking notification thresholds

page. From this page you can carry out various operations as indicated in the sensor settings tutorials found on page
16.

6. Notifications

If you setup a notification you can define the action to take when the sensor gives a reading beyond your previously set

thresholds. This allows you to determine how you will be notified that a sensors reading has reached the specified
parameters (high warning, critical etc.) that we looked at in the previous section.

This tutorial provides you the information needed to setup a notification.
To get to the starting point of this tutorial:

e Login as administrator

e Click the “Notifications” tab

6.1. Adding a notification

a) First click on the “notification wizard”

X ‘ 1. -
Yo = RAMO=
Location: System Location Current System Time: 03/07/2012 10:15:40

Link Sensor To Action

Notification Menu

zard

ink Sensor To Action

Host Name. Sensor Name Action on Status Action Name.
Link Sensor To Action

Options.
View Notification Log Create Edit Create Escalation Remove
Notification Analyzer 2
Help ] Import noification from file Soubor nevybran Import Export

This is an overview of all configured Sensor Action
Links. From here you may create, edit and remove
Sensor Action Links.Select your desired Sensor
Action Link(s) before making a choice.

Each line should be descriptive. E g If Temperature in
Store room Is High Ciitical Then E-mail Store Room
Manager

To disable or enable the notifications without having to
delete them, in the Link Sensor To Action listing. just

uncheck the checkbox to disable them or check the
checkbox to enable them

b) You will now have the notification wizard page displayed, shown on the next page.

& coNEse RAMES

Location: System Location

Current System Time: 03/07/2012 10:22:45
Create Action
Notification Menu
The Notification Wizard will guide you step by step through the process of selcting a sensor, creating an action and defining the criteria under which the Notification will
Begin Notification Wizard e
Action
« Add Action

Please select an Action Type
Link Sensor To Action

Cancel
View Notification Log FTP

Notification Analyzer 1) Se Iect a CtiO n E:i‘nm Script

Siren

Wake Up / Shutdown
Windows Alert

Please select an Action Type from the pull down box. Skyps Call/SMS

Later your action will be linked to a sensor and

status.

Help

Dry contact.
Enable/Disable Sensor To Action

Telephone Call

2) Select “Next”

26

WWW,conteg.comm

All rights reserved, CONTEG © 2012



We will now go through setting up a few different ways of notification step by step. To learn what the
other types of notifications do refer to the separate notification manuals that can be found on your
product CD.

6.2. SNMP trap

First, we will set up a notification via SNMP trap, so that when your sensor reaches a certain threshold it will
send a notification to your SNMP server.

This tutorial provides you the information needed to setup an SNMP trap.
To get to the starting point of this tutorial:

e Login as administrator

e Click the “Notifications” tab

e Choose “Notifications wizard”

e Choose SNMP trap

a) After selecting to add an SNMP trap you will need to fill in the following information

‘I'I.

SNMP Trap Action Wizard

[AC‘"’“ Name 5 HMERIE= il l — Enter name for your SNMP notification

Trap Version @ wvi v2e O w3

SNMP Trap send port{ default is: 162 ) |162

Destination Address (BT ——— Enter the IP address of your SNMP trap

Community |public | Use Sensor Name

Add Trap Destination Enter community name of trap

Cancel Next

b) Once this information is correct you can press the “Add Trap Destination” button. After clicking this
you have the option of inputting another trap, or clicking on “Next”. Now you can enter the following
parameters:

SNMP Trap Action Wizard

Maximum Times to Resend

Resend Intervals (secs) [10 10 secs

Cancel Back Next

These parameters set the maximum number of times to send the trap notification and the time interval
between each notification.
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c) After clicking next you will be presented with the following screens:

Link Sensor To Action

Module

T Sensor Filter
Temperature Port 1 Module State

Dual Humidity

Dual Temperature
Temperature

/

1) Select your module

2) Select your sensor

e

(e | Cteszz) }—— 3) Click “Next”

. Link Sensor To Action

Status

Action, Action Filter
SNMP Trap

Normal

Low Critical
Sensor Error

5) Select the name of the
trap you just created

Il

4) Select status (for more options
hold “Ctrl” and select status)

- _— 6) Click “Finish”

| Cancel | <<Back | | Finish Advanced Mode >>
N—

On these screens you can select the parameters for when to send the SNMP trap notification. In our example
we have selected to bind the SNMP trap to the temperature sensor we have connected on port 1. The trap
will be sent when the sensor reads a “High Critical” and we bind this to the SNMP trap we just created and

named “SNMP Trap 1”

d) Now you will see the SNMP trap has been added to our notifications page:

“Link Sensor To Action Escalati |

Host Name Sensor Name Action on Status Action Name

Main Module Temperature Port 1 ) [ dghCitca ] y P52 SNMP Trap 1
/ /
| Create | Edit | Create Escalation | | Remove |
Import noti ion from file | Vybrat soubor | Soubor nevybran Import T Export.

Note: To remove this trap and make it inactive, highlight the notification and click remove.

You can repeat this process to set up multiple SNMP traps for different sensors, or for multiple SNMP
servers etc.
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6.3. E-mail

This tutorial provides you the information needed to setup an E-Mail Notification.
To get to the starting point of this tutorial:

e Loginasadministrator

e Select the “Notifications” tab

e Click “Notification Wizard”

a) If you select to set up an E-mail notification you will be shown the following page

omplete your network

% conrse RAMOg

Location: System Location

Current System Time: 03/07/2012 13:18:44

Email Action Wizard
o lttcnio i Write a name of email action { s ume i )
Action
= Add Action Mail From

Link Sensor To Action Mail To
Options 4

View Notification Log

Write a recipient | waicc
Notification Analyzer
oifeton Anabze: A
Hell
= Mail BCC
Please choose a name for your e-mail Action_
Descriptive Action names increase the simplicity of 4

the system

Complete the Mail To, From and CC fields vith

comectly formatted e-mail addresses. The Mail To and T Next
From fields are mandatory. Muttple recipients may be

entered by separating addresses by a comma () or

semicolon (:)

Please select Cancel to leave the edit mode and
g0 back to the menu without saving.

b) After clicking “Next” you will get a page where you can input the e-mail name and message. Press the
“Customize” button and the fields will re-write in a format that will allow for an automated e-mail that
will display the sensor information.

Location: System Location

RAMGOE

Current System Time: 03/07/2012 13:26:34
Email Action Wizard
Notification Menu

Subject [Testing Sensor Port 1 on S[BOARD_DESC] is now 8
Begin Notification Wizard ubject [Testing Sensor Port 1 on S[ )_DESC] is now
et Body |From:

stem Name(192.168.161.237)
| Time: 43
- Add Action i sor Port 1 on $BOARD_DESC] is now
|80 Unit, status is now Normal
Link Sensor To Action
Options
View Notification Log

Notification Analyzer

P
Help

Click on “customized” | Lewenie:

Attach Graph

This is a preview of the message that will be sent to
your recipient(s) The sent message will include the
details relevant to your sensor

Click Customize to change the format of this

message. The items in your message with a dollar

sign and parentheses e . STIME] represent the data Cancel | | Back | Next
to be imported into your message at the time of

sending. Please click the Macro Description button

for a fulllist

Click Enable Picture to attach a Picture with your
message. Select to attach either the Current Picture
from the Camera or the most recent Picture Stored on
the Picture Log. Select which Cameras you would
like to use as the source of your pictur

Please select Cancel to leave the edit mode and
go back to the menu without saving.
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RAMGOE

Location: System Location Current System Time: 03/07/2012 13:28:42

Email Action Wizard
Notification Menu
T Subject [SIDESCRIPTION] on S[BOARD_DESC] is now S[VAL
e Body [From: S[SYSNAMES[IP])
L Time: $[TI
+ Add Action S[DESCRIPTION] on $[BOARD_DESC] is now
SIVALUE] S[UNIT], status is now S[STATUS]
Link Sensor To Action
Options
View Notification Log
Notification Analyzer J
Help
Preview | | Restore Default | | Macro Description

This is a preview of the message that will be sent to

e e Click on “Attach Graph” if
il Catorizsto change the fomat o tis you would like a graph added

message. The items in your message with a dollar

sign and parentheses e . S[TIME] represent the data Cancel | | Back | Next
to be imported into your message at the time of

sending. Please click the Macro Description button

for a fulllist

Click Enable Picture to attach a Picture with your
message. Select to attach either the Current Picture
from the Camera or the most recent Picture Stored on
the Picture Log. Select which Cameras you would
like to use as the source of your picture

Please select Cancel to leave the edit mode and
go back to the menu without saving.

After this click “Next”

c¢) Now you need to input your SMTP server address for your e-mail account.

Email Action Wizard

SMTP Server
SMTP Port |25
SMTP Authentication ' Enabled @ Disabled
SMTP Server Login name
SMTP Server Password
Timeout [30 Second(s)
SSL/TLS © Enabled @ Disabled

Cancel Back Next

Once this when is correct, click next.

d) Now, as with the SNMP trap you can select how many times to attempt to resend the e-mail, and the
time elapsed between each attempt.

Email Action Wizard

Maximum Times to Resend
Resend Intervals (secs) |10 10 secs

Resend on Server Timeout [

Cancel Back Next

Click next when you have filled in your parameters.

e) Now link the e-mail we just created to the temperature sensor on port 1.
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Link Sensor To Action

Module Sensor Filter

L
Temperature Port 1 Module State
Main Module Dual Humidity

/ Dual Temperature

1) Select your

Temperature

2) Select your sensor

L

- 3) Click “Next”

Link Sensor To Action

Status Action Action Filter

SNMP Trap
Email

Normal

Low Critical /
Sensor Error
5) Select the name of the

4) Select status (for more options [:\; email you just created
hold “Ctrl” and select status)

- _— 6) Click “Finish”

| Cancel | | <<Back |  Finish | Mode >> |

Click on “Finish”. You will now be taken back to the main Notification tab.

f) At the main notification page you should now see listed our two notifications, the SNMP trap and the e-
mail.

Host Name Sensor Name Action on Status Action Name

9 e odule Temperature Port1 > [T — ) fesup T
/

9 e Module Temperature Port1 \ [T — ) e
/

Create Edit Create Escalation | | _Remove |

Import notification from file ~ [ Vybrat soubor | Soubor nevybran Import Export

As you can see from this page, we now have an SNMP trap set up not give us notification of a “High Critical”,
and an E-mail notification that will activate on a “High Critical”

6.4. SMS notification

Now, we will set up a notification so that you will be sent an SMS message. This message can be sent via a
GSM/GPRS mobile phone connected via a Bluetooth connection or the USB port.
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This tutorial provides you the information needed to setup a SMS notification.
To get to the starting point of this tutorial:

e Loginasadministrator

e Select the “Notifications” tab

e Click “Notification Wizard”

a) From the list of notification types select SMS and click next. You will then be presented with this:

SMS Action Wizard

[ Action Name |SMS1 ]7 Enter a hame
[ Phone Number ]7 Enter a phone

Add Phone Number

Cancel Next

b) You can now either add multiple numbers, or click next. In our case we will click next.
SMS Action Wizard

Action Name |SMS 1

Phone Number List
00420724740147

Phone Number |00420724740147

Add Phone Number Delete Phone Number

c¢) Now we will set up the message that will be sent to the phone. You will see the following screen.

SMS Action Wizard

SMS Message |Messagel:

Testing Sensor Port 1 on $[BOARD_DESC] is now
80 Unit, status is now Normal From
192.168.161.237

Customized %

Cancel Back Next

Note: A macro is a script that returns specific data collected by the unit. In our example here the macro will
tell the notification to contain the “description” (sensor name), the value (current sensor reading) and the
status (high/low warning etc.) these macros are common to all sensor notifications.
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d)

e)

You will now see that the SMS message has changed its format to include the Macro script.

SMS Action Wizard

From [S[IP P

rom SIFl Macro script included

Text Message |$[DESCRIPTION] on $[BOARD_DESC] is now
S[VALUE] S[UNIT], status is now $[STATUS]

P

Preview Restore Default Macro Description

Cancel Back Next

Next we will choose to set up the type of connection. This will depend on the type of modem you are
connecting. For the purpose of this tutorial we will assume you are connecting a GSM/GPRS enabled
modem to the USB port. Therefore we will select “USB Modem” from the list.

SMS Action Wizard

[Mobile Phone Port [USB Modem El]— Select type of connection

Mobile Phone Port Speed

Delay Time Between Sending PDU Packet |0

Delay Time Between Sending Connection |0

Select for Initialization String |Other{Custom Setup}lzl

Initialization String

Cancel Back m

f)  You will now be able to select the number of times you wish the SMS to be resent and the interval
between sending them.
SMS Action Wizard
Maximum Times to Resend Select number of times to resend and

Resend Intervals (secs) |10

Resend on Server Timeout m

g)

Cancel Back Next

Again we now select the sensor to which to bind this notification too.
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Module

Sensor Filter

Temperature Port 1 Module State
Dual Humidity
Dual Temperature
Temperature

/

1) Select your

2) Select your sensor

e

(st Cisnze) J—— 3) Click “Next”

Status Action Action Filter
High.Lritica SNMP Trap 1 - SNMP Trap
[ High Waming 1 = Email
ot l l sms

ol /
[:\ 5) Select the name of the
/

4) Select status (for more options email you just created

hold “Ctrl” and select status)

! _ 6) Click “Finish”

| << Back Advanced Mode >>

Cancel |

As before, select the Temperature sensor on port 1. This time we will use this notification for a High
Warming. Then select the notification name we assigned, in this case we chose “SMS 1”. Click Finish to
finalize this.

h) You will now be back at the main notification page. Now the page should display three types of
notifications, the SNMP trap, E-mail and SMS.

Link Sensor To Action Escalation
Host Name Sensor Name Action on Status Action Name

Main Module Temperature Port 1 _ } P4 SNMP Trap 1

f

Main Module Temperature Port 1

Main Module Temperature Port 1 f‘& [ highGritcal ] ] 9 Email 1
if

fé High Warning } B sms1
it

Create Edit Create Escalation Remove

Import noti ion from file | Viybrat soubor | Soubor nevybran [ Import T Export |
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For the purposes of this tutorial we will not cover the setup of every type of notification. However, with this
information you should be able to follow the procedure for the other types of notifications easily, as they all
follow a similar format. If you still encounter difficulties with this then please contact us on
ramos@conteg.com.

7. Mapping

The mapping feature allows for an instant visual feedback as to a sensors position, and status. It is a useful
monitoring tool for a set up with several sensors in different positions.

This tutorial provides you the information needed to setup the mapping feature.
To get to the starting point of this tutorial:
e Login as administrator

e Click the “map” tab

7.1. Adding a map

a) First we need to add a picture file to be used as the map. This can be a blueprint of your office, a 3D
picture of your office/site being monitored, or a photo of the wiring closet you are monitoring.

< CONTEG® RAMOE
& SONE=S . I =
e 1) Click on “Map” tab ‘

Location: System Location Current System Time: 03/07/2012 15:24:26

Sensor Map [ Untitled 01]

Map List
No Map Uploaded
Online Sensors
# RAMOS ULTRA-EX 0A000858
# Main Module

C==72) Click on
“Add New
Mapn

Help Please upload map file.

Place links on map: Press the Unlock buttan, then drag
the Sensor or Sub Map link on to the map.

Wore information: Left click on Sensor icons to display real
time sensor data.

Display a map containing the Sensor- Press the sensor
description on the left column

100.00 %
ZoomIn Zoom Out FullScreen Mode

Refresh Map Sensars Intenval (sec ) [5 Apply

Sensors status will be reloaded in 03 secs
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b) Now you can browse to the file on your HDD you wish to use.

Sensor Map [ Untitled 01]
Map Wizard

Please select a Map picture to upload.
JPEG or GIF format (Maximum 2 MB).

1) Click on “Browse...” to select a picture
Upload new Map

Lancel

2) Click on “Next”

¢) In this tutorial we are going to use a 3D map of a data centre we are monitoring.

€ €0

o complet

RAMBE

Location: System Location

Current System Time: 03/07/2012 15:41:57
Sensor Map [ DC_001,jpg ]
WMap List .
DT Map Wizard
Online Sensors Map uploaded successfully.
— Please enter the Map Name
Add New Map

Unlock This Map
Change Picture of This Map
Rename This Map
Reset This Map

Remove This Map

Help Enter Map Name | [Data Centre
Place links on map: Press the Unlock button, then drag

the Sensor or Sub Map link on to the map.

1) Choice a name for picture w-

time sensor data.
Display a map containing the Sensor: Press the sensor

DETETEas 2) Click on “Next”

d) Choose to have the map as a top level map.

Map Wizard

This Map can be assigned as a sub-Map or as a top level map.
Please assign parent map for this map.

Select Parent Map | [ Set as Top Level [~]
1) Select as top Level picture

Back Next

2) Click on “Next”

e) You will now have the option to finish or to continue adding your sensors to the map. For this tutorial,
click next.

Map Wizard

Map added successfully.
Click Finish to close this wizard or click Next to continue to the Sensor Adding Wizard.

Finish Next

Click on “Next”

f)  You will now be taken to the map page where it will display your map. To continue adding the sensors
click next.
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¥ coNEse

Location: System Location

T R ST S S S T

Map List
Data Centre
Online Sensors.
RAMOS ULTRA-EX 0A000858
Main Module
Options

Help

Place links on map: Press the Unlock button, then drag
the Sensor or Sub Map link on to the map.

More information: Left click on Sensor icons to display real
time sensor data

Display a map containing the Sensor: Press the sensor
description on the left column

RAMAE=

ULTrRA

Current System Time: 03/07/2012 15:54:01

Sensor Map [ Data Centre ]

Sensor Adding Wizard

This wizard will guide you to the rest of the sensors adding process.

Click the Next button to continue.

Click on “Next”

g) After clicking next you will be directed to click the “Unlock” button.

¥ coNyEg

Location: System Location

R S ST R ST S R

WMap List
Data Centre
Online Sensors
RAMO'S ULTRAEX 0A000858
Main Module
Options

R T —
LW—]
N5 -

Help

Place links on map: Press the Unlock button, then drag
the Sensar or Sub Map link on to the map.

More information: Left click on Sensor icons to display real
time sensor data

Display a map containing the Sensor: Press the sensor
description on the left column

RAMaE=

ULTRA

Current System Time: 03/07/2012 15:57:18
Applications

Sensor Map [ Data Centre ]

Sensor Adding Wizard

The round circle icons i the upper left represent the Online Sensors.
Al sensor icons are locked by default. To move and place the sensors into the map, press the Unlock button.

Click the Unlock button to continue.

| cancel et

h) You can now drag sensor icons and position them on the map

¥ coNEEe’

Location: System Location

T R ST S S S S

WMap List
Data Centre
Online Sensors
= RAMOS ULTRAEX 0A000858
RAMOS ULTRA.EX 0A000858 Connection State @
Dual Humidity Port 1
Dual Temperature Port 1 ®
© Main Module

Temperature Port 1
Options

Help

Place links on map: Press the Unlock button, then drag
the Sensor or Sub Map link on to the map.

More information: Left click on Sensor icons to display real
time sensor data.

Display a map containing the Sensor- Press the sensor
description on the let column

RAMaE=

ULTrRA

Current System Time: 03/07/2012 16:02:47
Applications

Sensor Map [ Data Centre ]

Sensor Adding Wizard

Sensor icon is now placed, To prevent the accidental movement of the icon, Sensor can be locked.

Press the Lock button to continue
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i)  After you have positioned the sensors in the correct location of your map click on “Lock This Map”

& EONE

1 complete you

Location: System Location

WMap List
Data Centre

Online Sensors
© RAMOS ULTRAEX 0A000858

RAMOS ULTRA-EX 0A000858 Connection State @

Dual Humidity Port 1

Dual Temperature Port 1 ®

© Main Module
Temperature Port 1

Options
Add New Map
L J°

ange T cture.of TR Map.

Rename This Map

Reset This Map
Remove This Map
Help

Place links on map: Press the Unlock button, then drag
the Sensor or Sub Map link on to the map.
More information: Left click on Sensor icons to display real
time sensor data.
Display a map containing the Sensor- Press the sensor
description on the left column

RAMOE

Sensor Map [ Data Centre ]

Sensor Adding Wizard

Current System Time: 03/07/2012 16:02:47

Sensor icon is now placed, To prevent the accidental movement of the icon, Sensor can be locked.

Press the Lock button to continue

j)  Finally you click on the “Finish” button to save your changes

7.2. Monitoring via the map interface

Now we are going to look at how to monitor the sensor status and use the map interface.

Cancel | | lext

To see further information regarding a sensor you can click on its icon. First you must click on the “Lock

Icons” button.

Location: System Location

Map List
Data Centre

Online Sensors
RANOS ULTRA-EX 0A000858
& Main Module
Temperature Port 1
Options
Add New Map,

Unlock This Map
Change Picture of This Map
Rename This Map
Reset This Map
Remove This Map
Help.

Place links on map: Press the Unlock button, then drag
the Sensor or Sub Map link on to the map

More information: Let click on Sensor icons to display real
time sensor data

Display a map containing the Sensor: Press the sensor
description on the left column

If you connect other sensors, these too can be dragged and positioned on the map.

RAMOS

Sensor Map [ Data Centre ]

ensor Config

" lcon Settings

< > . v
100.00 %
Zoomin | | Zoom Out
Refresh Map Sensors Intenal (sec) [5 | Apply

Sensors status will be reloaded in 05 secs
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8. Filters

8.1. Sensor filters

The module now comes equipped with the option to filter your sensor information which is displayed within
the summary page. To enter the filter menu, select “Sensor Filters” from the dropdown tab on the left of the

page:

RAMIS

Location: System Location

Current System Time: 03/07/2012 16:26:29
I I |
Map Display Sensor Information
Last refresh 37/2012 16:28:26 Host Name Type Sensor Name Reading Status
Duta Cortre Sensors status willbe reloadedin 08 secs

System Log (0 messages )

System Log willbe reloadedn 02 secs

Summary Setting

Layout Seting

| Sensor Filters. ||
Sotby
Click on “Sensor Filters” to open an option

® Display Sensor Type.
# Display Host Name

search: [

Apply Filter | | Clear Filter |

Expand All Modules | | Collapse All Modules

Reload Sensor ntenal - 10 secs [ Apply |

Syslog Filters.

Once you have clicked the tab you will be able to select your filter results by altering various fields of
information contained within sensor filter window:

Sensor Filters

Sort by - |Host M —]\:l i i
[ Ty Sorting options are found here

Advanced Filter

Display Status ] Select various options to customize
Display Sensor Type . . A
J your viewing window data

Display Host Name

Search : I .
Click here to save your changes

Apply Filter | Clear Filter

Expand All Modules | Collapse All Modules

Reload Sensor Interval : |10 secs. | Apply

Syslog Filters

Altering your page reload interval can be achieved by using these options shown below:

Reload Sensor Interval : IH} secs.| | Apply

To alter your reload time, enter a new value here
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Once you have selected your preferred filter options, your new settings will be displayed in the “Sensor
Information” window found on the summary page:

T coONTEG RAMAE
- o Tomplots your motwon TRA

Location: System Location Current System Time: 03/07/2012 17:01:58.

Map Display Sensor Information
Lastrefresh 3712012 17:01:54
Data Centre.

Host Name. Type Sensor Name
RAMOS ULTRA-EX 0A000858 Module RAMOS ULTRA-EX 0A000858 - Normal
© Main Module Temperature Temperature Port 1 235°C Normal

Sensors status wil be reloaded n 07 secs.

System Log ( 0 messages )

Your changes are display here 7
‘Summary Setting .Z
= e

Sortby: [HostName [v]

Advanced Filter
 Display Status

[ Display Sensor Type

& Display Host Name

[ s [ cerier
(e osues
Reload Sensor menar:_ |10

Syslog Filters.

8.2 Syslog filters

Syslog filters enable you to customize your syslog window. To begin select the “Syslog filter” tab found on the
summary page:

¥ coNTEe RAMOS

o complets your net

Location: System Location Current System Time: 0310712012 17:27:30
SRR R S ST T O S S S
Map Display Sensor nformation
Lastrefresh 3712012 17:27:22 Host Name Type Sensor Name Reading Status
Dala Corire RAMOS ULTRAEX 0A000858 Module RAMOS ULTRA-EX 0A000858 E Normal
& Main Module Temperature Temperature Port 1 25°C Normal
Sensors status wilbe reoaded n 03 secs.

System Log ( 0 messages )

=

System Log wil be reboaded in 07 secs.

Syslog Filters.

sortty: [oate <]
L T A D

st .
Syslog filters are here
® Display Log Type

@ Display Sensor Type

ApplyFitter_ |_ClearFilter | |_Clear Syslog
Reload SyslogIntenal - [10 sece

Once you have clicked the tab you will be able to select your filter results by altering various fields of
information contained within syslog filter window:
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Syslog Filters

sorty: [Date  [~]
Mumber of display items per page

Advanced Filter . Wi s
ey tos tove By clicking on the “+” sign, a drop
Display Log Type down list of options will become
 Display Notification available

Display Sensor Type
Display Sensor Status

Apply Filter Clear Filter Clear Syslog

Reload Syslog Interval : |10 Secs. Apply

By checking and un-checking various boxes within the Syslog filter window you can customize your displayed
results contained within the syslog filter.

Syslog Filters

[ SR |'— Sorting options are found in the drop down menu
Mumber of display items per page

Advanced Filter

E'DY LogLevel Various check boxes can be picked and
rrar

Waning unpicked to customize vour filter window
Motices

lay Log Type

SensorLog

Muotification Log

lay Motification

SMS

lay Sensor Type

Temperature

lay Sensor Status

Mormal

High Warning

=

Click here to save your selection

([EEe Mo (e S <s <€

Clear Filter Clear Syslog

Reload Syslog Interval : |10 SECS. Apply

To change your reload interval enter a new value here and click “Apply”

Altering your reload interval can be achieved by using the options shown above:

Once you have selected your preferred filter options, your new settings will be displayed in the “System log
Information” window found on the summary page:
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Location: System Location

Wap Display
Lastrefresh 4772012 093901 Host Name Type
DatsCene £ RAMOS ULTRAEX 04000858 Dual Humidity
Dual Temperature
£ MainModule Temperature

RAMGE

Sensor Information
Sensor Name
Dual Humidity Port 1
Dual Temperature Port 1
Temperature Port 1
Sensors status wil be reloaded n 09 secs

Reading

55%
242°C
25°C

Current System Time: 04/107/2012 09:39:02

Status
Normal
Normal
Normal

1 201207/0409:37:43  Temperature Port 1is 27.5 °C, status is Normal

System Log (2 of 10 messages )

2 201207/0409:36:56

Syslog filter settings are shown here

Summary Setting

Layout Setting
SensorFilters. SystemLoo wil be reioaded n 08 secs.

SyslogFilters.

sortoy: [bate 7]
Number of dispiay foms perpage

Advanced Filter
=DisplayLog Level
[ eror
[ warning
[¥] Notices
EDisplay Log Type
[¥ sensorLog
[¥] Notiication Log
= Display Notification
[ sus
= Display Sensor Type
] Temperature
= Display Sensor Status
[¥ Wormal
[¥1 High waming
ApplyFitter | | Clearfilter | | _Clear Sysiog

Reload Syslog Interval - [0 secs. [ Apply.

9. Making my unit visible on the internet

So far the manual has simply covered the basic set up. The setup we have just created will allow you to
access your unit on a Local Area Network (LAN), monitor via the web based interface or with SNMP traps.

However, what if you wish to be able to remotely access your unit from anywhere in the world? This is
possible; however, the following steps are only an outline guide. Your exact setup and configuration will
often depend on your network equipment. You are going to need access to your router, if you are using one,
and knowledge of whether your IP address is static or dynamic.

Simple setup:

a) Let’s imagine that your unit is connected to a router on your network, and the following IP addresses are
assigned.

Your unit’s IP address is the default 192.168.0.100.

Your computer’s IP address is 192.168.0.200

Your router’s IP address is 192.168.0.300

b) b) To find out your routers external IP address, go to www.seemyipaddress.com
Let’s imagine your router’s external IP address is 278.67.04.09

¢) You now need to setup port forwarding on your router. This varies depending on your routers model.
Generally you need to point your browser to your router’s IP address (in this case 192.168.0.300). This
will then allow you to log into your router’s administration interface. You can find how to go about
doing this for your router on www.portforward.com.
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For example of how to do this for a commonly used router follow this link:
http://www.portforward.com/english/routers/port forwarding/Linksys/WRT54G/HTTP.htm

You need to setup your routers HTTP forwarding to port 80. This will then mean that when you access your
router using the external IP address you will be forwarded to your unit’s internal IP address.

d) To test this, open your web browser, and go to your external IP address (in our example 278.67.04.09). If
you using a dynamic IP address, its best to check it again before doing this as it may have changed since
the start of this tutorial.

e) To make this easier you could use a dynamic DNS (Dynamic Name Server). This means you no longer
need to remember IP addresses or use www.seemyipaddress.com to find out your IP address. You will
instead register a domain name (for example myRamosUltra.homeip.com). This will then automatically point
your routers external IP address (e.g. 278.67.04.09). This will require you to register the domain name
and open an account with a DNS server provider.

f)  If you have set everything up correctly you will now be able to access your unit from anywhere in the
world by simply pointing your web browser to your DNS address.

10. FAQ

a. |cannot see the temperature sensor displayed on summary page

b. |cannot access my unit's web based interface

¢. What do my LED lights mean?

d. | have forgotten my unit’s IP address

e. | have forgotten the password for my unit

f. Canluse DHCP to assign my units IP address?

g. How do I set up my routing table?

h. How can | change my administrator password?

i. What functions do different types of notifications provide?

j- Can |l connect my unit via WiFi?

k. Whatis the heartbeat message?

I.  Whatis the Network Sniffer?
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a) | cannot see the temperature sensor displayed on summary page

If after logging in for the first time with the temperature sensor connected, you may need to do the
following:

Syslog Filters

sty
Mumber of display items per page

Advanced Filter
=l Display Log Level
Errar
Warning
Motices
=l Display Log Type
Sensor Log
Motification Log
= Display MNotification
[71 sms
= Click on “Display sensor type” and
4] Temperature __|
= Dispgn;ﬁf;f:tams check the box marked “Temperature”
Marmal
High Warning click on “Apply Filter”

l Apply Filter | Clear Filter Clear Syslog

Reload Syslog Interval : |10 SeCs. Apply

Next click on apply filter. The temperature sensor should then be displayed in the list of connected sensors.

b) | cannot access my units web interface

If you are having issues with network connectivity, first ensure that the link100 LED is lit on the front display
of the unit. If this is not lit then you have no network connection present. If this is the case then ensure the
following:

1. If connected directly to a PC ensure a good quality crossover cable is being used

2. Ensure a standard CAT5 Ethernet cable is being used to connect to your network

44

WWW,conteg.comm

All rights reserved, CONTEG © 2012



¢) What do my LED lights mean?

The following diagrams show what the various LED displays mean.

LED patterns in Normal mode

then

LED patterns in Safe mode

then
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LED patterns in Recovery mode

1. 2 .8 4 &§-8..7 .8
Status
QOnline

then

LEDs run clockwise after the power is connected.
From left to right each LED indicates

1st LED: U-Boot init

2nd LED: Kernel loaded with good CRC

3rd LED: Board init

4th LED: Serial port

5th LED: Ethernet

6th LED: NOR Flash

7th LED: NAND Flash

8th LED: Root file-system mounted. Starting init process

After the root file-system is mounted, all green LEDs will be flashing, and red LEDs light increasingly from left
to right. The on-board web-server can be accessed during this time and shows a splash screen with boot
details. After the boot process is finished the LEDs show the status of the online sensors.

d) | have forgotten my unit’s IP address

If you have forgotten the IP address of your unit then you can simply press the rest button on the back of the
unit. This will then announce the IP address through the unit’s internal speaker.

e) | have forgotten the password for my unit.

Hold down the reset button for 7 seconds. This will turn off the use password feature for the web based
interface. This will remain turned off until you hold the button down for a further 7 seconds, or the unit
announces “Now turning off password checking”.

Note: This will turn off the password checking for accessing the web interface only; you still have to enter the
password when access the system via telnet.
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f) Can | use DHCP to assign my unit’s IP address?

Yes, you can use DHCP to assign the IP address. The unit ships with this disabled. Therefore to turn it on you
need to log into the web interface and navigate to the Ethernet settings by way of clicking the “security” tab,
“Ethernet Network” and then clicking on the YES button for “Use DHCP”.

RAMGBS
Ethernet N L
Setup. . DefaultInterface _[7] Use this Interface as the Default Gateway.
3) Click on “Yes” for
H Subnet Mask  |255.255.255.0

aCtIvate DHCP atey ess  |192.168.161.250
sup o 1) Click on “Settings”
SNMPTraps
Bluetooth
DialIn Mod H ", H- v
pantaten 2) Click on “Connectivity” and
OpenVPN Client a“ ”
S then on “Ethernet network

Server Intearation

= System Administrator
Password Checking
User & Group Management
System Maintenance
Services and Security
Svstem Log
Heartbeat Messages
Cloud Monitoring

Help

This page allows the system IP setings to be configured
cenirally by DHGP or manually.

Note: If the unit has a static IP address assigned it will no longer send out DHCP requests. If you later wish to
turn DHCP back on you can do that using the Web based interface.

g) How do | set up my routing table?

*To set up the routing table, open a DOS window (start, run type command press enter) and at the command
prompt enter.

>route add 192.168.0.100 10.1.1.20

Where 10.1.1.20 is the IP address of the Ethernet interface on the PC that the unit is plugged in with the
crossover cable.

Now ping* 192.168.0.100 to see if the connection was successful.

h) How can | change my administrator password?

If you wish to make your unit more secure and change the administrator password from the default (public)
to your own choice follow these steps:

1) Loginto your unit using the default password.
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2) Point towards the settings tab.

¥ coNI=E RAMES \yl) Click on “Settings”

User & Group
Setup
= General [
System Date and Time User Name Group Name Description Login session timeout (minutes)
(= Connectivity Admin * l Administrator Built-in account for administrator 60
A s sysemGusst T et e

Wifi Network

*Cannot remove.

2o ) _semoe
3) Select the User

“Administrator”

= i 4) Click on “Properties”

User & Group Management

Services and Security
System Log
Heartbeat Messages
Cloud Monitoring

2) Click on “System Administrator” and
then on “User & Group management”

3) Click on properties which will bring you to the following page:

& EoN

Location: System Location

-’ RAMBE

Current System Time: 0410712012 14:07:03
User & Group Management

= Generat —_—

System Date and Time

User Setup
= Connectivity Enter the user name, password, description and then selectthe member ofthe group.
Ethernet Network

User Details.
VUifi Network

Modbus

User Name  [Admin User Cannot Change Password
s

] -] 1) Input a new passwords

Bluetooth

Do Hodem Login session tmeout(minutss) |60

DialOut Moder Member of Group Goto Group Setup

‘OpenVPN Client

Serial to Network Proxy

Seee— caa 2) Press “Finish”

& System Administrator
Password Checking
User & Group Management
Svstem Maintenance
Senvices and Security
System Log
Heartbeat Messages
Cloud Monitoring

Help

This page allows enabling, creation and changing of the User
and Admin password

i) What function do the different types of notifications provide?

The notifications are used to notify you when a sensor reading has hit a certain pre-set “critical” threshold.
There are many ways you can be notified. They are as follows:

SNMP Trap: This form of notification sends out a signal to your SNMP server.
E-Mail: This sends a notification via e-mail.
SMS: This sends an SMS message to your mobile phone.

Alarm sound: This notification will sound an alarm.
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Speech: Creates a text to speech notification.

Telephone call: Will call you and play a pre-recorded message or a text to speech message.

Custom script: Allows you to load a custom script that runs on a sensor reading a pre-set parameter.
Fax: Will send a Fax to you with a notification message.

Sound log: creates a log of sound captured with the internal / external microphone.

Siren and strobe: will activate a siren and strobe light.

Wake up / Shutdown: This will send a signal to wake or shut down a server.

If you require any assistance in setting up of these please contact us on ramos@conteg.com

j) Can | connect my unit via Wi-Fi?

Yes, you can connect the unit via Wi-Fi. Simply plug a USB dongle into the USB port on the rear of the unit.
You then need to configure your connection type, and encryption key, etc. You do this from the web based
interface in the settings tab and the connectivity option. The dialogue for configuring the Wi-Fi is shown
below.

Wifi Network

Wireless Adapter Status  Not Found (Device is not connected or cannot be Initialized)
Wireless Adapter @ O off

Default Interface Use this Interface as the Default Gateway.
Use DHCP Yes @ Ho

IP Address  |192.168.0.10
Subnet Mask |255.255.255.0
Gateway IP Address

Domain Name Server

Encryption Mode @ Disabled G4bit WEP
Link Status  Not connected

0%
Signal Strength - [r—

Save Reset

k) What is the Heartbeat message?

This setting is to have the RAMOS Ultra notify you it is still running. You can be notified by either traps or by
e-mail:

Alive Trap settings: Send Keep Alive Traps (Default Off): Select on if you want the system to send Alive Traps.
Destination: enter the IP address of the server to send traps to.
Community: SNMP community string.

Resend Interval (mins): The period of time between each keep-alive trap. Values range from 1 to 65535
minutes.
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I) What is the network sniffer

The Network Sniffer application can be used to capture network packets running to and from the RAMOS
Ultra, and all the network traffic. You can then import the captured file into Ethereal or TCP dump for details
of these network packets. The network trace will help in debugging any network problems; for example, if e-
mail cannot be sent.
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